VICTIOJTHUTEJIbHBII KOMUTET
HALIMOHAJIBHOI'O BAHKA MOJIAOBbI

ITOCTAHOBJIEHME
Ne 33 ot 16 deBpans 2026

006 yrBepkaeHNy OYHKIMOHAIBHBIX Y TEXHUYECKUX TPeOOBaHU K MHTepdeiicaM
MOCTABIIVKOB MJIaTe€>XHbBIX YCIYT, 0Ka3bIBAIOLIVX YC/IYTY M0 YIIPABI€HUIO CYETOM

(ecmynnenue 6 cuny ¢ 20.03.2026)
OduuyanpHbIt MOHUTOP Pecriy6nmky Mosnzoa Ne 88-91, ct. 137 ot 20.02.2026
* 3k ok

Ha ocHoBaHme ct. 52 1. (7) 3akoHa N2 114/2012 o TUtaTe>KHBIX YOIYTaX M 3IeKTPOHHBIX
neHbrax (OpuiMaabHbII MOHUTOP Peciy6mky MosmoBa, 2012, Ne 193-197, cT. 661), ¢
IoC/JIeAVIOIWVMMY  M3MEHEeHMsIMM, a TakKxke II. 65 PeriamMeHTa o0 CTporom
ayTeHTU(UKALMY KINEHTOB M OTKPBITOM, O0IIeM M 6e30MacHOM CTaHZapTe CBSI3U
Me>KAYy IIOCTAaBIIMKAMM IIJIATEKHBIX YCIYT, YTBep>KAEHHOro IlocTaHOoBIeHMEeM
NcnomunuTtenpHoro kommureta Ne212/2024 (OduumanbHBIA MOHUTOpP Pecmy6nmkm
Mosnpgosa, Ne 36-39, cr. 90), VMcmosHuTenbHbI KoMuTeT HarmoHanbHOro bBaHka
MongoBbI

ITOCTAHOBJIAET:

1. VrBepkmarorcst OyHKIIMOHATbHBIE U TEXHMUUYECKMe TpeboBaHMS K MHTepdericam
ITIOCTABIIVIKOB IIJIATEKHBIX YCIYT, OKa3bIBAIOLMX YCIYTY 10 YIIPABI€HUIO C4€TOM
(mpwtararoTcs).

2. TloCTaBIIMKM TUIATEXKHBIX YCIYT, TpeAyCMOTpPeHHbIe CT. 5, . (1), miI. a)-c) 3aKoHa
N2 114/2012 o Tiy1aTe>KHBIX YCTYTaX U JJIEKTPOHHBIX JIeHbIaX, IOJIKHBI 00eCIIeYnTh
COOTBeTCTBMe TpeboBaHMSAM 4 M 5 u3 Tabnuipl N3, OYHKIMOHAIBHBIX U
TeXHUUYEeCKUX TpeOOBaHUN K MHTepdelicaM IOCTABUIMKOB IUIATEXHBIX YCIYT,
OKa3bIBAIOUIMX YCIYTU 10 YIIPAaBJIIEHUIO CYETOM, B TeueHMe 8 MecsileB C JaTbl
BCTYIUIEHMS B CMJTY HACTOSIIIero IOCTAaHOBJIEHMS.

3. Hacrosimee nmocTaHOBJIeHMe BCTYIIaeT B CVMJIY Yepe3 OOVH Mecsl] I10cJIe JaThl ero
ny6auKauuy B OpuiasIbHOM MOHUTOPE.

IMPEOCEOATEID
UCITOJTHUTEJIbBHOTO KOMUTETA
AHka-Ilana [IPATY



VTBepsKaeHbl

[TocTaHOBIeHMEM VICIIOIHUTEIBHOTO KOMUTeTa HalimoHaapHOTOo 6aHKa MOIIOBbI
Ne33/2026

OyHKUMOHATbHbIE ¥ TEXHUYECKMe TPeOoBaHMS K MHTepdelicaM ITOCTaBLIMKOB
IJIATE)KHBIX YCIYT, OKA3bIBAIOLIMX YCJIYTY M0 YIIPAaBIE€HMIO C4ETOM

I'TTABA 1
OBHIVE ITOJIO>KEHUSA

Pa3zgen1
IIpepmert u tes1b

1. OYHKIMOHAIbHBIE M TEXHMUECKMe TPeOoBaHMS K MHTepdelicaM ITOCTaBIIIKOB
TJTAaTEKHBIX YCIIYT, OKa3bIBAOIIMUX YCIYTH MO YIIPABIEHUIO CYeTOM (Zasee -
«Tpe6oBaHMS»), VCTAaHABIMBAIOT (QYHKIMOHAJIbHbIE, TEeXHUYECKME U
6e3omacHble ycaoBUS pjs  peanmsauuy Open Banking nocTtaBmmkamu
TUTATEXKHBIX YCOTYT, OKa3bIBaloOIIMie YCOIYTY 110 yirpaBieHuio cuetoM (ASPSP), B
COOTBeTCTBMM C IIPVMMEHVMbBbIMM HAUVOHAJIbHBIMM HOpMaTUBaMM MU
Me>KIYHApPOOHbIMM CTaHAAPTaAMMU.

2. TpeGoBaHMSI TpPeACTABISIOT €000V HALMOHAJIBHBIN CTaHAApT M1 Open
Banking, HampaBiieHbl Ha obeclieuyeHMe COOTBETCTBMSI IIOJIOKEHMI 3aKOHaA
N2 114/2012 o mIaTe>KHBIX YCJIYrax U 3JIeKTPOHHBIX JIeHbrax (manee - «3aKoH
Ne114/2012») u PernameHTa O CTPOrol ayTeHTU(PUKAUUN KIMEHTOB U
OTKPBITOM, 00IIeM ¥ 6e30IIacCHOM CTaHJAapTe CBS3YM MeJKIY ITOCTaBIIVKaMM
IUIAaTeKHbIX YCIYTr, YTBepKAEHHOro IloctaHoBieHMeM VICIIOTHUTEIBHOTO
kommTeTa N2 12/2024 (manee - «PertameHT N2 12/2024»), a TaK>Ke Ha COZEMICTBIE
COBMECTVIMOCTM C TOCTaBLIMKaMM IUIAaTE€XHbBIX YCIYT TPeTbUX CTOPOH U
co3laHMe  06e30IacHOM M  CTAaHZAPTM3MPOBAHHOM  IUIATGOPMBI ISt
I10JIb30BaTeJIen.

Pa3men 2
OCHOBHbIE TOHATUSA

3. TloHATHUS U BBIpa>keHMUSs, UCTIOTb3yeMble B HACTOAMINX TpeGoBaHUSAX, MMEIOT
3HaueHue, IpeaycMoTpeHHoe B 3akoHe N°114/2012 M HOpMAaTMBHBIX aKTaX
HarmonanpHoro 6anka Monzmossl (mamee — «HBM»), M30aHHBIX Ha OCHOBaHUM
3akoHa Ne114/2012.

4. B pomonHeHMe, B KOHTeKCTe HacTosIIMX TpeGOBaHUN TIPUMEHSIOTCS
cJleAyolye MOHSATUS:



4.1.

4.2.

4.3.

4.4.

4.5.

4.6.

Crporasg ayreHTMMKALMs KJIMEHTOB - ayTeHTU@MKaLMs, OCHOBaHHas Ha
MCTIOJTb30BAaHUM JBYX WU 6oJiee 3JIEMEHTOB M3 KaTeropum 3HaHUM (TO, UTO
M3BECTHO TOJIBKO ITOJIb30BATEJI0), BiIaieHUs (TO, UYTO HAXOLUTCS TOJIBKO B
pacropsi>KeHMM  TIONb30BaTens) WM CBOMCTBA  (TO, UTO  SIB/ISIETCS
XapaKTePUCTUKON  TIO/Ib30BaTesIs)). YKa3aHHBIE  3JJ€MEHTBI  SIBIISIFOTCS
He3aBUCMMBIMM, M KOMIIpOMeTalysl OAHOIO 3jIeMeHTa He IPUBOAUT K
CHVDKEHMIO HaJIe’)KHOCTY OCTa/IbHBIX 3J1eMeHTOB. KpoMe TOro, 3Ty 3jieMeHTBhI
pa3paboTaHbl TakKMM o006pa3oM, YTOOBI 3aIIMINATh KOH(MUIAEHIMATbHOCTD
IAQHHBIX ayTeHTUPUKALNN;

Berlin Group - paboyas rpymia, KOTopasi oripefieisieT TeXHMUeCKIe CTaHAapThl
nmst BHempeHust Open Banking B cooTBeTcTBUM ¢ JupekTusoii (EC) 2015/2366
EBpomeiickoro mapiaameHTa u CoBeta oT 25 HOss6ps 2015 roma o IIaTe>XXHBIX
yCIIyraX Ha BHYTPeHHEM pBIHKe, C BHeCeHMeM M3MeHeHUV B [IVpeKTVBBHI
2002/65/EC, 2009/110/EC un 2013/36/EC u PernamenT (EC) N2 1093/2010, a TakKe
c ormeHo Aupertusbl 2007/64/EC (TeKCT, MMeIOIIM oTHOIIeHe K ED3);
Crneunduyeckue uHTepdeiicbl - Habop MHTepdelicoB, pean30BaHHBIX
IIOCTAaBIIMKAaMM IIaTeKHBIX YCIYT, OKa3bIBAIOIIMUX YCIAYIY IO YIIPaBIeHUIO
CUETOM, B COOTBETCTBUM C eOUHBIM, OOIIMM ¥ 06e30IacCHBIM OTKPBITBIM
CTaHZAPTOM KOMMYHMKAIIMM, KOTOpble 006ecreyuBaloT 0Oe30MacHbIi U
CTAaHAAPTU3MPOBAHHBIN 00MeH MHQOPMaIeil MeKAYy YI4acTHUKAMM, 2 TAaKKe
VIHULMVPOBaHMe (PUHAHCOBBIX OIlepallulii OT MMEHM IIoJIb30BaTenel C
cobmomeremM Tpeb6oBaHMIA;

ITocTaBIIMK YCJIYT TpeTbel CTOPOHBI - YIIOJTHOMOYEHHOe JIMII0, KOTOpoe C
SIBHOTO COTJIaCUSI IIOJIb30BaTesiell MOJKeT IIOIy4aTh OOCTYII K (PMHAHCOBOM
MH@OPMaLMM Ha UX CYeTaX MM MHULUVPOBATh MJIaTEXXU OT UX UMEHU;
Metop Redirect - cmoco6 ayTeHTUdUKaLMUM U aBTOpM3aLuM B paMKax Open
Banking, nmpyu KOTOpOM M0/b30BaTe/lb IepeHaIlpaB/sieTCs U3 NPUJIOKEeHUS
IIOCTABIMKA YCIYT TPeThey CTOPOHBI B IPUJIOXKEeHVe ITOCTABIVIKA IJIaTeXXHbBIX
YCIYyT, OKa3bIBAIOLIVI YCIAYTM IO YIPaBI€HMIO CYeTOM, [JIsl IIpOBefleHUs
CTPOro¥ ayTeHTU( UKAL UM KJIMeHTa U JJI51 aBTOPM3AL MM IJIaTe’Ka MK JOoCTyHa
K JaHHBIM;

Dashboard - ipencraBinsieT co601 yHUGUIIMPOBAHHBIN [N POBOI MHTepdeic,
NIpefloCTaBIsIeMbI/l  IIOJIb30BATe/II0  MOCTABIIMKOM  IUIAaTeKHBIX  YCIVT,
OKa3bIBalOIIMM YCIAYTM II0 YIpPaBIeHMIO CYeTOM, KOTOpbIM II03BOJISIET
IIPOCMaTpPMBaTh, KOHTPOJMPOBATb M YIIPaBASATb BCEMM pa3pelleHUSIMMU,
NIpefloCTaBJIEHHBIMM IIOCTAaBIIVKAaM YCIyr TpeTbel CTOPOHBI AJjIsl JOCTyHa K
(pMHAaHCOBBIM JAaHHBIM 10JIb30BaTeIs;

4.7.
4.8.
4.9.

4.10.

4.11.

4.12.
4.13.
4.14.

SCA - Ctporas ayTeHTU(UKALVA KIVEeHTOB;

API - Cieuupmyeckme MHTEPPENCHI;

ASPSP - [locTaBIUMK IUIATE€XHBIX YOIy, OKa3bIBAKOIIVW YCIYIU IO
YIIpaBJIEHUIO CYETOM;

AISP - TlocTaBIIMK YCIYT 110 MHPOPMUPOBAHUIO O CUeTaX;

PISP - [TocTaBIIMK YCIYT 110 MHULIMVPOBAHMIO IJIaTeXKe;

TPP - [TocTaBIIVK YCIYT TPeTbel CTOPOHBI,;

AlS - Vcnyra o mHOpMUPOBaHUIO O CYeTaX;

PIS - Vcnyra mo MHMIIMMPOBaHUIO IJIATEKa;



4.15.

4.16.
4.17.
4.18.

Open Banking - OTKpBITHIN, 061N 11 6€30TIaCHBIN CTAHAAPT CBSI3U MESKIY
MOCTABILIMKAMM TJIATE€KHBIX YCIIYT B CMbICITe CT. 524 1. (7) 3akoHa Ne 114/2012
u 11. 3 PernmamenTa N2 12/2024;

PSU - Tlonb3oBaTesb IUIaTEKHBIX YCIYT;

URI - VHUOULIMIPOBaHHBIN UAEHTUPUKATOP PECYPCOB;

CAS - lleHTpanbHbBIM cepBUC azpecauuy B CucreMe MIHOBEHHBIX
IJIaTeXXeu.

I'JTABA 11

MOZJEJ/Ib ©YHKIUMOHUPOBAHVS 1 BUABI YCIIVT, AOCTYITHBIE B OPEN

BANKING

5. Mopenb dyHKumMoHupoBaHusi Open Banking obecrmeumBaeT 6e30MacHBIN U
KOHTPOJIMIPYEeMbIN [OCTYII K (PMHAHCOBOM MH@OPMaLUMM II0JIb30BaTeeNl U
VIHULIMVIPOBAaHMe MJIaTe>Kel OT X MeHM C SIBHOTO COIJIacUs Aep>KaTess cueTa.
B3auMogencTBye MeXAy Y4acTBYIOIMMM CTOPOHAMM OCYILLeCTBIISIeTCS yepes
CTaHZapTU3upoBaHHble API, KoTOopble 006eCreYnBalOT COBMECTMMOCTD,
6e30I1aCHOCTb U 3alIUTY JAHHBIX 10/Ib30BaTeIei.

6. B Open Banking nocTynHbl ciiefyoiiyie BUAbI YCIYT:

6.1.

6.2.

AIS - ycayra mnossossier TPP mosy4aTh [OCTYII M KOHCOIUZAMPOBATh
(MHaHCOBBIE [JaHHbIE [0 C4YeTaM II0/JIb30BaTe/lie Y PasINyYHbBbIX
IIOCTaBIIVIKOB IUVIAaTE>KHbIX YCIYT.

PIS - vycayra mnosBoaster TPP umMHMOuMpoBaTh IUIATEXM CO CYETOB
IoJib30BaTejiell ¢ ux cormacust yepe3 API, mpepocraBasiemble ASPSP, vy
KOTOPBIX OHM MMeIT c4yeTa. [losb3oBaTenM aBTOPMU3YIOT TPaH3aKLUUM C
IIOMOIIbIO MeXaHM3MOB ayTeHTU(MUKALUN, YCTaHOBJIEHHBIX
COOTBETCTBYIOIIMM IOCTaBIIMKOM, B COOTBETCTBUY € Tpe6oBaHMSIMM SCA.

/. ASPSP mpepocrasisger goctyI K yoryram AlS m PIS, TPP koTopbsle:

1.1.

7.2.

3apermMCcTpUPOBaHbI [JI IIPeAOCTaBIeHUs YCIYTr 10 MHPOPMUPOBAHUIO O
cyeTax WM MMeEIOT JIMIEH3MIO Ha IIpefoCTaBjieHMe YCIYyIU 10
VHULMMPOBAHMUIO IUIaTe)Xa B COOTBETCTBUM C IIOJIOKEHMSIMM 3aKOHaA
Ne 114/2012;

VICIIO/IB3YIOT CEepPTU@PUKATHI OTKPBITHIX K/IIOYeN AJIs1 ayTeHTU(MUKALUU U
3JIeKTPOHHOM TIIOANNMCU B COOTBETCTBUMM C IIOJIOKEHUSIMU 3aKOHa
Ne124/2022 o0 3/1eKTPOHHON UAEHTUMUKALUU U JOBEPUTEIbHBIX YCIyrax
(mamee - «3akoH N2124/2022»).

8. Ilpu BHexpeHuu Open Banking, ASPSP yuuTbiBaeT cienyromniye GyHKIUNA:

8.1.
8.2.

8.3.

ycayryu Open Banking ocTynHbI (py3MUecKUM IULIAM;

noctyn K Open Banking ocyuiecTBsieTcss yepe3 MOOGMIIbHBIE ITPUJIOKEHMS
IIOCTABIIVIKOB IIJIAT€KHBIX YCIYT;

IJIaTeKHbIe cYeTa BeIyTCs B HallMOHA/IBbHOM BantoTe (MDL) B cooTBeTCTBUMA
¢ 3akoHoM N2 114/2012;



8.4.

8.5.

9.

10.

1.

TJTaTeKHbIe MPOAYKTHI, TocTymHble B Open Banking, BKIIOYAIOT TIaTeXU
TUIA BHYTpU cTpaHbl A2A (domestic-payments) ¥ MrHOBeHHbIe IJIaTeXNU
tuna P2P (instant-payments), mpefocTaBisseMble B paMKaxX eIVNHOM
IJIATEXKHOM YCIyru («payments») IO MHUIIMMPOBAHMIO TIUIATEXKEN 10
OT[IeJIbHOCTM;

aBTOpM3aLUs coryacmim " ayTeHTUPUKALUS TI0JTb30BaTesIen
OCYILeCTBJISIETCS C IOMOIIBIO MeToza redirect.

I'JIABA 111
OYHKUVOHAJIbHBIE U TEXHUYECKUE TPEBOBAHUS

Paspen 1
OyHKUMOHaTbHbBIE TPeOOBaHMS M TPe6GoBaHMS MO MHTepdericam

Buenmpenne Open Banking co cropoHbr ASPSP 1nomkeH ob6ecrieuymBaTh
ONTMMaNbHBIN ONBIT Ijisi PSU, rapanTupys 6e30macHOCTb, HOCTYIHOCTb U
MPO3PavyHOCTb, a TpeboBaHMsA M3 Tabmwmi; Ne1, Ne2 m Ne3 momsKHBI OBITH
COCpPeZloTOYEeHBbl Ha MHTYUTVMBHOM B3aumogencrsuy PSU ¢ mpuioxkeHUsIMu
ASPSP, a TakKe Ha COOTBETCTBUM CTAaHZAPTAM 06€30TTaCHOCTY M MPUMEHMMbIM
HOPMAaTMBHBIM aKTaM B COOTBeTCTBUM C IIOJIOKeHUSIMM PerjiamMeHTa
Ne12/2024.

ASPSP momskeH 006ecCriedMBaTh MHTYUTUBHBIN NM3aiiH MHTepdelicoB Open
Banking B MOOUIPHOM IPUJIOKEHUM, TOCeIOBATENIbHBIN U YIOOHBIN sl
HaBUTALMM, TT03BOJISIIOIINI TT0/Ib30BaTe/ISIM ObICTPO HAaXOAUTb HEOOXOAMMYIO
MH@OpMaLNIO.

ASPSP nomskeH co6monaTh TpeboBaHMS K AlS, ykasaHHbBIe B Tabaniie Ne 1.

Ta6amma Ne 1

Tpe6oBanue 1

ASPSP poixkeH nnipuMeHaTh SCA 1151 OCTYIIA K JaHHBIM CYeTa,
3a MCK/IIOUYEHMEM CJIy4aeB, KOTga MPUMEHSETCS MCKIIYeHMe,
IIpegyCMOTPEHHOE B COOTBETCTBMM C  IIOJIOKEHUSIMMU
PernmamenTa N212/2024.

Tpe6oBaHue 2

[Tpoiiecc ayTeHTUPUKALIMM B MOOMIIbBHOM TIpmiokeHum ASPSP
IIOJI>KeH OBITh 9KBUBaJIeHTEH ITpolleccy, KoTopblii PSU mpoxoanuT
IpM TPSIMOM [JIOCTyIle K MOOMJIBHOMY MIPUIOKEHUIO
(6uomeTpus, PIN-Koz, yaeTHbIe JaHHbBIE), 6€3 JOTIOTHUTETbHBIX
111aroB.

TpeGoBanue 3

ITpuino>xenne ASPSP moy>KeH moagep>KMBaTh IlepeHalipaBjieHe
«IIpUIOKeHNe-K-TIPUI0>KeHn0»  (app-to-app), obecreunBas
6e30ITacHbBIN U MPO3pauHbll Itepexon Mmexxay AISP u ASPSP.




Tpe6oBanue 4

ASPSP  pomkeH  OoTOOpakaTb  NPOMEKYTOYHBIN  3KpaH,
IOKA3bIBAIOIIMI COCTOSTHME 3anpoca 1 MHopmupyromum PSU o
IepeHarpasieHuy B ipuaokeHue AISP. [Tociie moaTBep>KaeHMSI
coryjacus IepeHalpaBjieHNe ZIOJIXKHO BBIIIOJIHSThCS
aBTOMaTMYeCKy Ha TOM JKe YCTPOVICTBe.

Tpe6oBaHue 5

ASPSP pomxken nHpopmuposaTh PSU 0 cpoke menicTBus u iate
UCTeYeHMsA CoIjlacusl, IpeAoCTaBJIeHHOro [JA [JOCTyIla K
JAHHBIM IIJIATEXHOTIO CYeTa.

Tpe6oBaHue 6

ASPSP pmomkeH TMO3BOJISATHD OOHOBPEMEHHBIN JOCTyOD K
HEeCKOJIbKMM C4YeTaM, MpuHazjiekammm PSU, 6e3 orpaHnYeHMUs
MX KOJIMYeCTBa.

Tpe6oBaHue 7

ASPSP nmomkeH ob6ecreunBaTh, YTOOBI TPeLOCTABISIIIVICH TOTBKO
aKTMBHBIE CYEeTa; 3a0JIOKMPOBAHHBIE WJIM 3aKPBIThIe CUYeTa He
MOTYT 6bITh IepefiaHbl TPP.

Tpe6GoBaHue 8

B cnaydae 3aKpbITMSI MM OJIOKMPOBKM C4YeTa, KOTOPBIN
npepocrtasisieTcss TPP Ha 0oCHOBaHMM [eMCTBYIOIIEro COracus,
npenocrasiaeHHoro  PSU, ASPSP  poibkeH  NIpUMEHATH
clenyroye npasua:

Cornacue, nipemocraBieHHoe PSU 1jisg ogHOro cyera, KOTOPBIN
OBUT 3aKPBIT WMIM 3a6JIOKMPOBAH: COTJIacMe aBTOMATUUYECKU
agnynupyetcsi ASPSP, n mo 3ampocy TPP ASPSP coob1jaeT, 4To
IOCTYT 6bUT OTO3BaH, a pecypc (cueT) 60JIblile He CYLIeCTBYeT.

Cormacue, npegocrasiaeHHoe PSU 119 HeCKOIBKUX CYETOB, IIPU
3TOM OZVH 13 ITUX CYETOB 3aKPBIT MJIU 3a6/IOKMPOBaH: COTIacue
OCTaeTCs JeMCTBUTEIbHBIM JIJIS OCTaBIINXCS aKTMBHBIX CYETOB,
a TI0 3aKPbITOMY MJIM 3a0JIOKMPOBAHHOMY cYeTy MHGpOpMaL s
6oJibIlle He MPeoCTaBAseTCs. B cyiydae MOBTOPHOTO OTKPBITHUS
MIM Pa3bIOKMPOBKM CUeTa I Hero IOTpebyeTcsi HOBOE
corjacue.

Tpe6GoBaHue 9

ASPSP pomkeH mnepepaBaTh AISP 3ampalmunmBaeMble OaHHBIE
(HampuMep, OCTAaTOK Ha CueTe, TPAaH3aAKI[UM) TOJIBKO B ITpeerax
ZeVICTBYIOLILero Corjacus, npegocrasaeHHoro PSU.

Tpe6oBanue
10

ASPSP pomskeH 0OpabaThiBaTh C/iydau HeyZauu (HeycCrelIHast
ayTeHTUdUKaLusi, OTCYTCTBME  COlJIacUsl, TeXHUYecKue
OIIMOKMH, HeIlpaBUJIbHBIN IBAN) 171 rnepegasaTh
COOTBETCTBYIOLIMeE 0TBeThI TPP.

Tpe6oBanue
1

ASPSP nmomkeH obecriednBaTh OBICTPYIO 06PabOTKY 3aIlIPOCOB Ha
ayTeHTUPUKAIUIO U aBTOpM3ALMI0 (KeJaTeJIbHO B TedeHMUe
HEeCKOJIBKMX  CeKYHZ) s  TOAJep>XXaHUsT  JOBepuUs
TI0JIb30BaTesieli 1 obecriedyeHMs ITUTAaBHOTO OTIbITa, 0COOEHHO MTPU
VHUUIMAIY TUIaTeKel MM TOTABeP>XKAeHMUY TPaH3aKIUIA.

Tpe6oBanue

ASPSP pnosmKeH orpaHMYMBATDh KOJIMYECTBO 3alIPpOCOB OT OAHOTO
1 Toro ke AISP MakcMyM 4 BbI30BaMU B TeueHMe 24 yacoB 6e3

6




[TECH] 12 SIBHOT'O JIeVICTBUS cO cTOpoHBI PSU.

TpeGosanue ASPSP poyKeH KOppeKTHO o6pab6ateiBaTh azgpec (URI), Ha

[TECH] 13 KoTopbii PSU OyzeTr rmepeHarpaBjieH 0OpaTHO B IPUJIOKEHME
AISP rmocse 3aBepIIeHNs ayTeHTUPUKaumn 1/0)871
IIpef0CTaBIeHMSI COIIacusl.

12. ASPSP nomskeH cobiioziaTe TpeboBaHMs K PIS, ykasarnHbie B Tabnuie Ne 2.

Ta6auma Ne 2

Tpeb6oBanue 1

ASPSP pomxen npumeHsaTh SCA. B nopsifnke uckintoueHuss SCA He
IIpYMeHsIeTCsT B CJlydae, KOIZQ BO3HMKAIOT WCKJIIOYEHMS,
npegycMmoTpeHHble PermamenToM Ne 12/2024.

Tpe6oBaHue 2

Ecnium y PSU ycraHoBieHOo mnpuioxeHue ASPSP Ha ToM Ke
YCTPOMCTBe, IlepeHaIrpaBeHe JOJI>)KHO BBI3BIBATh
npuiokeHue ASPSP Tonmpko st ayTeHTUUKALMM, 6e3
0TOOpa>kKeHMSI JOMMOJTHUTETbHBIX IKPAHOB.

Tpe6GoBanue 3

AyteHTuduMKanusa B IpmuaokeHnn ASPSP He o/IXKHa BK/IIOYATh
6o0bllle IaroB, 4YeM Ipu npsiMom goctyre PSU K mpuioskeHnIo
(6umometpus, PIN-KoJI, ydeTHBIE TaHHBIE U T.1I.).

Tpe6oBanue 4

[Tocie ycmemHoV ayTeHTUdUKaumm PSU 1momkeH OBITH
IlepeHallpaBjieH HelNOCPeACTBEHHO Ha CTpPaHMILy C AeTaasiMu
mIaTexka (CymMma, ToproBel], KOMUCCHUSI, €C/TY IIPUMEHMMO) IS
IMOATBEP>KAEHMS MM OTKJIOHEeHMS IJIaTexXKa.

Tpe6oBaHue 5

B cirydae, eciy 3amipoc Ha IUIATeX He COIEpP>KUT cueT HebuTopa
U/VU Ipyrue HaHHbIe, HEOOXOAMMBIe IJisl ero ITpPOBeleHM I,
ASPSP nosmkeH rpefoctaBuUTh PSU BO3MOKHOCTD BBIOPATh CUeT,
C KOTOpOTO OyAeT OCyllecTBJeH IIaTeX, W/VWIMU 3aIllOTHUTD

OpYIryIo MHPOpMaLMIO.

Tpe6GoBaHue 6

ASPSP  pmomkeH  mpoBepATb  BCe  JaHHbIe  IIJIaTeXKa,
npenocraBiieHHble PISP, 1 KOppeKTHO 06pabaThiBaTh OIIMOKMU
(HeITpaBUJIbHBIN IBAN, HeJeMCTBUTeIbHbIE JaHHBbIeE,
3a6JI0KMPOBaHHBbIN cyeTr u T.J.), IIpelOCTaBIIsAA
COOTBeTCTBYIO MM oTBeT PISP.

TpeGoBanue 7

ASPSP  pmomkeH  OTOOpa>kaTb  IIPOMEKYTOYHBIN  3KpaH,
IMOKa3bIBAIOIINN CTATYyC 3allpoca 1 MH@opmupoBaTh PSU o ToMm,
4YTO OH OyZleT aBTOMaTM4YeCcKy IlepeHalpaBieH o6paTHO K PISP,
6e3 He0OXOOMMOCTY AONOTHUTEIbHBIX NeACTBUIA.

TpeGoBaHue 8

[TonTBepskmeHme mmareska PISP m PSU  pomkHO OBITH
MTHOBEHHBIM, BKJIIOYasi YHMKAJIbHBI WOEHTUPUKATOP U
TeKYIIMI CTAaTYC IIaTexka (B O’KUIAHUY, TPUHST, OTKJIOHEH).

Tpe6oBaHue 9

[1aTeXXm [JOMKHBI 06pabaThIBAaTbCSI B COOTBETCTBUM  C
oJIo>KeHnssMy 3akoHa N°114/2012 M HOPMATUBHBIMM aKTaMM
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HBM, u3gaHHBIMM Ha OCHOBaHMM 3akoHa N¢114/2012, BKiIo4Yas
cobmoneHne BpeMeHM cut-off, Ba/IIOTHYIO KOHBEPCUIO MpU
HEOOXOAMMOCTM ¥ OTYEeTHOCTb Iiepes; KOMIIETeHTHBIMU
OpraHamMm

Tpe6oBaHue
10

ASPSP nonskeH obecrieumMBaTh OTCIEXXKMBAaHMeE CTAaTyca IIaTexka
B PpeXMMe peasibHOr0 BpeMeHM, [OCTYIIHOe KaK uepe3
uHTepdenc PSU, Tak u dyepe3 nHTepderic PISP. PekomeHnayercs
OTIIPaBKa yBEeJOMJIEHUNM O VCHEUIHOM WM HeyJauyHOU
06paboTKe MyIaTeXka AJisi 06ecreyeHs: MPO3PavHOCTH.

Tpe6oBaHue
1

B cnydae vHunuuposaHus PISP mraHoBeHHoro riateska ASPSP
ZIOJIKEeH 3allpalliyBaTh CYeT 10 YMOJIYaHUIO U Jpyrye JaHHbIe B
CAS Ha ocHoBe alias, ykaszaHHOrO B nfosie creditorAccount.

TpeGoBaHue
12 [TECH]

Bce cooTBeTCcTBYIOIIME AeiicTBUS (ayTeHTU(MKALS, TPOBEepKa
IJIaTeXXa, IIOATBep KIeHMe/OTKIOHEHNe) JO/DKHBI  OBIThb
3aperucTpMpoOBaHbl  JJjIs1 IIOJIHOM  IIPOCIIEXXMBAEMOCTU U
IIPOBeNeHNS ayaUTa.

13. ASPSP poiskeH co6m0AaTh TpeGoBaHMS M peKomMeHmaumm mist PIS m AlS

(BxmouenHbie B Dashboard), ykasaunHbie B Tabauie Ne 3.

Ta6amua Ne 3

Tpeb6oBanue 1

ASPSP pomxkeH 1mpepgoctaBuThb PSU  1meHTpanu3oBaHHBIN
Dashboard, mocTynHbii yepe3 KaHaIbl, IpegocTaBaeHHbIe ASPSP
(Be6-pMIO>KeHME W/MIM MOOWIbHOE TIPUIOKeHMe), Ha
KOTOPOM OTOOPa>KalOTCsI BCe aKTUBHBIE COTIacusL. [yt Ka>KZoro
TPP Dashboard pmomskeH moKa3bIBaTh: HamMeHoBaHue TPP,
3aTPOHYThIE CYET], TUII TPEAOCTABIAEHHOTO IOCTYya (Hampumep,
OCTaTOK, TPAH3AKUMMU), 3asIBJIEHHYIO IIeJib IOCTyHa M CPOK
eVICTBMS COTIacusl.

Tpe6oBaHue 2

MHdopmauus, orobpaskaemass B  Dashboard, pgomkHa
OGHOBJISITbCSI B Pe>XXMMe peasIbHOTO BpeMeHM. JItob6oe feiicTBUe
II0 OT3BIBY MJIM M3MEHEHUIO COTJIacUs JOPKHO OTOOPaskaThCs
HeMeJJIeHHO.

Tpe6oBanue 3

PSU posKeH MMeTh BO3MOKHOCTD OTO3BaTh IIPeIOCTaBIeHHbIN
moctyrn TPP ¢ moMoIpio IIPOCTOM M MHTYUTUBHONM OIlepalumu,
IIPY 3TOM OT3bIB [JOJI’KEH BCTYIIATh B CMJIY MTHOBEHHO.

Tpe6oBanue 4

ITocme otr3piBa ASPSP pomkeH mnpemoctaBuTh PSU 4yeTkoe
IIOATBEPXKAEHMEe, copepsKallee HamMeHoBaHue TPP, maty u
BpeMsi, KorZia 6bII IpOM3BeleH OT3bIB.

TpeGoBanue 5

PSU pomkeH OBITH 3apaHee yBeIOMJIEH, KOT/Ia CPOK JeMCTBUS
COTJIacHsI MOAXOAMUT K KOHIIY, YTOOBI OH MOT IIPUHSIThH pellleH1e
0 ero MpoAJIeHMM MY 06 OKOHYAHUM CPOKA JIeMCTBUS.




PekoMeHpaig
usa 6

PekomeHpyeTcst, 4To6bI Dashboard Takske BKI/IIoUas eTaIbHYIO
ucropuio gocrymna TPP, moKa3bIBalIIYyIO ATy IIPpeAoCTaBIeHMS,
M3MeHEeHMSsI MJIM OT3bIBa COTJIacMsl, a TaK)Ke TUIMBbI JaHHBIX, K
KOTOpBbIM TPP MMeJ1 OCTYII B COOTBETCTBYIOLIUI IIEPUOJ,.

Pasmen 2
TexHUYeCKMe TPeOOBaHUS

14. ASPSP pmoikeH obGecriedyBaTh TeXHUUYECKYI0 MHPPACTPYKTYpPy, CIIOCOOHYIO

obecrieuynBaTh

COBMECTMMOCTb € aBTopu3oBaHHbIMU TPP, cobmromas

HacTtosiimue TpeboBaHMsI. BHeIpeHHBIEe CUCTEMBI IOKHBI TapaHTUPOBATH
3aluTy JOaHHbIX PSU, [e/oCTHOCTh TpaH3aKUMM WM HeNpepbIBHOCTH
IIpef0CTaBIIsIeEMbBIX YCIYT.

15. ASPSP mosmkeH co6/MI0AaTh TeXHMYECKMe TpeboBaHMsI, YKa3aHHbIe B Tabiuile

Ne 4.

Ta6auia Ne 4

Tpe6oBanmue 1

CoorBeTrcTBMe cTaHzapTtaM APl - B pamkax Open Banking B
MongoBe ASPSP 06s13aHO pa3pabaTbiBaTh U moaAep>kmuBaThb API B
coorBercTBUM C [IpmnokeHmem Ne1 K  HacTOAIIUM
Tpe6oBaumsiM. Ty APl mO/>KHBI CBOEBPEMEHHO OOHOBIISITHCS
Ii7isi obecrieyeHMsI COBMECTMMOCTY U IIOCTOSIHHOTO COOJTI0/IeH ST
YCTAaHOBJIEHHBIX TPeOOBaHUIA.

Tpe6oBaHue 2

AyTteHTHdUKanMsa U yIpaBjieHue uaeHTUdUKanmen - ASPSP
JO/PKEH  BHEAPUTb  MEXaHM3MBbl  ayTeHTUPUKAUUNM U
naeHTUdUKauum TPP B COOTBETCTBUM C ITOJIOKEHUSIMU 3aKOHA
Ne  124/2022, BxjOYasi MCIIOJIb30BaHME  CepTUMUKATOB
OTKPBITOTO KJIIOYa, Ile 3TO MPMMEHNMMO, a TaKyKe MPOoLeayphl
IoANnMcaHus U M@ POBaHMS IlepelaBaeMbIX JaHHbIX.

Tpe6oBaHue 3

3aluTa OAHHBIX ¥ KOHPUIOEHUIMaNIbHOCTbL - ASPSP Hecer
OTBETCTBEHHOCTb 3a IIpUMeHeHue YCUJIEHHBIX mep
6e30IMacHOCTY, CTPOTMX TIOJIUTUK KOHTPOJSL [OOCTyma U
MeXaHM3MOB peoTBpalleHNs yTeuek WUIn
HECaHKIVOHVPOBAaHHOIO MCII0/1b30BaHMS KOH(UAEHIIMATbHOM
MHpOpMaLuMN.

TpeGoBaHue 4

VrpaBieHye M OTYETHOCTb II0 MHUMAeHTaM — ASPSP poimKeH
pacriosaraTh 3¢ PeKTUBHON CUCTEMOM BbISIBJICHVIS,
YIIpaBJIeHNS ¥ OTYETHOCTU I10 MHUMAEeHTaM MH(POPMALVMOHHON
6e30ITacHOCTY, YyBeZOMJsisi KOMIIeTeHTHble OpraHbl M, IpU
HeoOXOAMMOCTHM, 3aTpoHyTbix PSU. B 3aBucuMocTu oOT
xapakTepa mHuugeHTa ASPSP ucrionb3yeT OpMBI U CIIOCOOBI
yBeOMJIEHWS, IIpegyCMOTpPeHHbIe NIpUMEHVMON
HOPMAaTMBHOM 0a30M.

TpeGoBaHue 5

SCA - ASPSP HeceT OTBETCTBEHHOCTbH 3a npuMeHeHMe SCA BO
BCeX COOTBETCTBYIOIIVX MpOLeccax, 3a MCKIIIOUYeHNeM CJIy4aes,
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IIpegyCMOTPEHHBIX B  COOTBETCTBUM C  IOJIOKEHUSIMMU
PermamenTa N¢ 12/2024. BHeapeHHble MeXaHU3MBbI JOJIKHBI
obecrieunBaTh BBICOKMI YPOBEHBb 6€30TAaCHOCTU M 3AIIUTY OT
MOIIIeHHMYeCTBa, MWMCOONAb3ysl MeTOAbl ayTeHTU(UKALUN,
3KBMBAIEHTHBIE TeM, KOTOpbIe [OOCTYITHBI B COOCTBEHHBIX
KaHajiaX (Harmpumep, 6MoMeTpus, KOJ, JOCTYIIa, TTapoJib).

HPOI/BBO,Z[I/ITGHBHOCTB n MaCIJ_ITa6]/[py6MOCTb - TeXHNn4ecCKasd

TpeGosanme 6 MH@pacTpyKTypa ASPSP oiKHA ObITH CIIPOEKTMPOBaHA TaKUM

06pa3oM, YTo6bI 3¢ HEeKTUBHO 06pabATHIBATD OOJIBIIIVE OO BEMBI
OSHOBpPeMeHHbIX 3ampocoB oT TPP, obecrieumBast HazjiesKalee
BpeMsI OTKJIMKA M HEeITPEPBIBHYIO IOCTYITHOCTD YCITYT.

TectupoBaHme, ayauT u cepTUPUKauMsl MHEAOPMaLVOHHBIX

Tpe6oBanmue 7 CUCTeM, WCIOoNb3yeMbIX [Jisi BHegpeHuss Open Banking,

OCYIIeCTBJISIIOTCSI B COOTBETCTBUM C TPEOOBAaHUSAMU K
KpUTUYECKN Ba>KHBIM NKT-cucremam/yciayram,
NIpefyCMOTpeHHbIMM  PermamMeHTOM 0  MMHMMAaJIbHBIX
TpebOBaHMSAX II0 YIIPaBIeHMIO PUCKaMM, CBSI3aHHBIMUM C

VMH@OPMaLMOHHO-KOMMYHUKALVOHHBIMU TeXHOJIOTUSIMMU,
MHPOPMaLMIOHHOM 6€e30I1aCHOCTBIO u obecrieyeHeM
HeIIpepPbIBHOCTU oesiTeIbHOCTH, YTBEP>XOEeHHbIM
I[TocTaHOB/IEHUEM VcmomHUTEIBHOTO KOMUTeTa

HanmonanpHoro 6aHka Mongosbl Ne 29/2025.

16. ASPSP pomsKeH COGMIOAATh TPUMEHMMble Ha HAUMOHAJIbHOM YPOBHE

17.

18.

19.

HOpMaTMBHbIe TPebOBaHMsI, Kacalolyecs IpeoCTaB/IeHMsI IJIaTe>KHBIX YCIIYT,
MHTerpauuy B pamkax Open Banking 1 3amuTel nepcoHaJIbHBIX JaHHBIX.

Pasmen 3
Cneuudpunyeckue MHTEPGENCHI

ASPSP o06si3aH mpenocTaBasATh TPP crenmaniu3upoBaHHble MHTepdECHI,
rpegHa3HaueHHblIe i1 6€3011aCHOT0 ¥ KOHTPOIMPYEMOTO JOCTYIIA K TaHHBIM
cuetoB PSU, a Taxke [Ojis1 MHULIMMPOBAHMUS IUIaTeXey oT MMeHU PSU Ha
OCHOBAaHUU SIBHOTO corjiacusi PSU.

API mom>xHBI COOTBeTCTBOBATH [IpnnoskeHnio Ne 1 K HacTosmiuM Tpe6oBaHMAM,
KOTOpOe pa3paboTaHO Ha OCHOBe cTaHzapTa Berlin Group u afanTMpoBaHO K
IIPYMEeHMMOM HOPMaTMBHO U oIlepaliiOHHO 6a3e Pecriy6i1mkyu MosnzoBa.

Hetanu MeTomoB API, KoTopble IOMKHBI OBbITH TIpesnocTaBiaeHbl ASPSP,
CTPYKTYypa JAaHHBIX ¥ HeoOXOAVMble ITapaMeTphl [JIsl MHTerpaluy yKa3aHbI B
[Tpunoxxenum Ne1 K Hacrosamum TpeboBaHMSIM; TUIIBI OTBETOB U
CTaHJAPTU3MPOBaHHbIe KOAbI OMIMOOK YyKasaHbl B I[IpuimokeHunm N2 K
HacTosiuM TpebGoBaHMSIM; MeXaHM3M IPOoBepKM BbI30BOB TPP co cTOpoHBI
ASPSP, yka3zaH B I[IpunoskeHuu Ne 3 K HacTosAUM Tpe6GOBaHUSIM.
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Paspen 4
CIMCOK 00s13aTe/IbHbIX METOLOB

20.MeToZbI, KOTOpBIe JOIKHBI OBITh pa3pabotaHbl ASPSP gjst mpemocTaBieHUS

corjacuii, yKaszausl B Tabmaniie Ne 5.

Ta6anua Ne 5

Endpoint

Metog

YciaoBue

Onucanue

consents

POST

O643aTeIbHO

JtoT MetTond  mno3Bojsger TPP
3anpocuTs corsacue PSU Ha mocTymn
K MHpopMauuu o cuere. Cormacue
co3paeTrci B MH(POPMALVIOHHON
cucteMme ASPSP m yKa3bIBaeT cyeTa
Y IIpe0CTaB/I€eHHbIe pa3pelleHy.

consents/{c
onsentld}

GET

O643aTeIbHO

OTOT MeTOJ, TIPeJOCTABIISIET IeTAJIN
CYIIeCTBYIOIIEero coryacus,
UAeHTUPULMPOBAHHOTO 1o
consentld.

DELETE

O6s13aTeIbHO

JroT MeTond  mo3Bojsisger TPP
OTO3BaTh AKTMBHOE COTI/Jacue Ha
OCHOBeE COOTBETCTBYIOIEro
IeVCTBUS, MUHULIMUPOBaHHOTO PSU,
aumasg TPP pmocTtyma K OaHHBIM
cyeTta PSU.

consents/{c
onsentld}/s
tatus

GET

O643aTeIbHO

OTOT MeTOoJ, BO3BpalllaeT TeKYIUN
CTaTYC COTJIaCUSL.

21. MeTozpl, KOTOpbIe AOJDKHBI OBITH pa3pabotaHbl ASPSP nisi AIS, yKasaHBI B

Tabauiie N2 6.
Ta6auma N2 6
Endpoint MeTtop, Ycnosue Onucanue
accounts GET O6s3aTenbHO OTOT METOZ, ITpefloCTaB/IsAeT CIIMCOK
BCeX (YeTOB, K KoTopbiM PSU
npegoctaBui goctyn TPP. Cnmcok
BK/IIOUYAaeT OCHOBHBbIe CBedeHUS,
TakMme Kak IBAN, BaawoTa u TuUI
cyeTa.
accounts/{a | GET O6s13aTeIbHO DTOT MeTO[, NIpefoCTaBIsIeT
ccount-id} MOApPOOHYI0  MHMOPMALMIO O
KOHKPETHOM cuere,
UIAEHTUPULVPOBAHHOM o

n




account-id, BKIIOYasgs TUII CYeTa,
IBAN u BamoTy.
accounts/{a | GET O6g3aTebHO OTOT MeTOo[, MpeIOCTaBIIsIeT
ccount- MHMOPMALINIO o OajtaHCe
id)/balance KOHKPEeTHOTO  (YeTa, BKJIIOYas
. IOCTYITHBIN 6aJIaHc,
3aperMCcTPUPOBAHHBIN GajlaHC U
OLIeHOYHbBIN 6ajIaHC.
accounts/{a | GET O6s3aTenbHO OTOT METOZ, ITpeLlOCTaBIsAeT CIIMCOK
ccount- TPaH3aKUMI IS KOHKPETHOTO
id}/transact cuerta C BO3MO>KHOCTBIO
ions ¢dunpTpalivu 1O BpeMeEHHOMY
VHTEPBATY WJIM TUITY TPAaH3aAKINMI
(HampuMep, 3aperucTPUPOBaHHBIE,
O>KMJaloIIme).

22. MeToZibI, KOTOpbIe AOKHBI OBITh pa3dpaboranbl ASPSP pmnst PIS, ykasaHbl B

Ta6nue Ne 7.
Tao6amua Ne 7
Endpoints | MeTop, Ycnosue Onucanue
payments/{ | POST O6s13aTe/IbHO OTOT MeTOJ MHUIIMUPYET TIIaTeXK C
payment- VICIIOJIb30BaHMEM yKa3aHHOTIO
product} TJTAaTEKHOTO MPOAYKTA (HampuMmep,
domestic payments wmamM instant
payments).
payments/{ | GET Ob6s13aTenbHO OTOT MeTO[, IIpesoCcTaBsgeT
payment- noApobOHYI0  MHGpOpPMaLMIO O
product}/{p KOHKPETHOM TIaTexe,
aymentld) UAeHTUPULMPOBAHHOM o
paymentld, BKJIIOYast CTaTyC
IJIaTe’ka, CYMMY M ITOJTy4daTesis.
payments/{ | GET O6s3aTebHO ITOT MeTO/I IIpefsoCTaBIsgeT
payment- TeKYIMiI CTaTyC KOHKPETHOrO
product}/{p aTexa, Hanpumep,
aymentld)/ OKMARMOWMIA,  NPUHATBIA WK
status OTKJIOHEHHBIIA.
ITIABA IV

LIndposoi peectp Open Banking

23. Ins1 peanmsauuyu Open Banking, HBM paspa6oTan u ympasnser LudpoBbim
peectpom Open Banking — mmdpoBoi nmatdopMoit, obecreuynBarollei
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24.

25.

MHTepoIiepabesbHOCTD U IOCTYT Yyepe3 API, KoTopas BeZleT yueT U yIIpaBjieHMe
y4acTHMKamM 3Kocuctembl Open Banking.

Lindposou peectp Open Banking npegHasHaueH Kak aj1s1 ASPSP, Tak u i TPP;
APl ipesocTaBiisieT JaHHBIE O KaXKJIOM YYaCTHMKe, CIIOCOOCTBYSI IPO3PAavuHOCTH
1 6€30TIacCHOCTY CUCTEMBL.

[TocTaBIIMKYM TUIATEXHBIX YCIYT, y9acTByiomne B Open Banking, momy4ator
COOTBETCTBYIOIIYIO MHMOPMAIUIO B 3aBUCUMOCTHU OT CBOEN POJIN CIeLyIOIIM
obpasom:

25.1.  ASPSP nony4aroT crnucok TPP, nuiieH3MpoBaHHBIX U 3aperuCcTPUpPOBaHHbBIX

HBM. OTOT COMCOK BK/IIOYaeT TaKue CBeOeHMs, KaK HOMep JIMILEeH3UMN,
CepuIiHbI HOMep cepTUdIMKaTa OTKPHITOTO K/Tto4Ya (B IIIeCTHAAIIATEPUIHOM
dopmarte), wucmonbdyemoro TPP, a Takke Apyryoo uHMOpMALNIO,
HeoOXOAMMYIO ZJIsl TIPOBEPKYU UX JIOCTYIIA.

25.2. TPP mony4aroT cnucok ASPSP, mHTerpmMpoBaHHBIX B 3Kocuctemy Open

26.

27.

28.

29.

Banking, BMecTe ¢ meTansiMu AOCTYITHBIX API-3HAMIOMHTOB [JI1S1 IIOJTy4YeHM s
JaHHBIX.

[71st obecrieyeHMs COGIIOIeHMS TPpeOOBaHMS, IIpelyCMOTPeHHOro B 11. 7, ASPSP
MoXKeT obpamatbcsi K LnudpoBomy peectpy Open Banking B cooTBeTCTBUM C
TeXHUYECKVMMU [eTalisIMM [OAKIIoUYeHusa, npepocraBieHHbIMMU HBM. [lnsa
nposepkyu MHpopMauum o TPP B peasibHOM BpeMeHM Ha OCHOBe Lludposoro
peectpa Open Banking, ASPSP 6yzeT ocylecTBAsITh 3anpockl K LudpoBomy
peectpy Open Banking ¢ mepmoauyHocThiO OT 1 o 10 MMUHYT. B MHTepBase
MeJKIY OBYMS II0C/Ie0BaTe/IbHbIMMU 3anpocaMy ASPSP Mo>KeT 1CII0/1b30BaTh
COXpaHEHHYIO Bepcuio (K3II) peecTpa A0 TMPOBeAeHUS] CJIeAYIOLIero
obHoBneHus. B coywyae HemoctymHocTu LiudpoBoro peectpa Open Banking
ASPSP Mo>KeT 1CI10/1b30BaTh JaHHbIE U3 ITOC/IeJHel COXPaHEHHOV BePCUN.

ASPSP pmojiKeH HeNpepbIBHO KOHTPOJIMPOBATb COCTOSIHME CepTU(PUKATOB
OTKPBITOTO K/II04a, CBsI3aHHBIX ¢ TPP, M OTKa3bIiBaTb B JOCTYyIle JI060MY
cepTUUKATY, KOTOPBIN UCTEK, ObLJI CKOMIIPOMETMPOBAH MM OTO3BaH.

B cayuae, ecnu B xome mpoBepoK ASPSP BBIABUT HECOOTBETCTBUSI MEXKAY
uMerollericsa y Hero nHgopmauuen o TPP u mudpopmanmen, npeacraBieHHON
B 3ampoce TPP, pekomeHpyeTcsi, uTo6bl ASPSP 3a610KMpoBan [OOCTYIl U
yBemommn HBEM 06 3TOM IO 371eKTpPOHHOM IouTe open.banking@bnm.md.
Ilocme mnonyuyeHuss ysBegomyieHuss HBM paccmarpuBaeT MHQOpManuio B
COOTBETCTBMM CO CBOMMM BHYTPEHHVMM IIpoLielypaMu U MHPOPMUPYET
ASPSP o0 pe3ynbTaTax pacCMOTpPeHMSI B TeUeHMe 5 pabounx JHeI.

B ciyuae, eciut ASPSP BbIsSIB/IsSIeT HEOOXOAMMOCTD JOTIOTHUTEIbHBIX (PYHKIUA
WIM  TEXHUYECKUX  M3MEHeHMM  CYLIeCTBYIOILUMX, OH  HallpaBJseT
opunmanbHbIN 3anpoc B HEM. HBM nMeeT mpaBo OTKJIOHUTH 3aIIPOC, €CJIU I10

13



pe3yJibTaTaM aHajaM3a OH He COOTBETCTBYIOT (B COBOKYITHOCTM) CIIeLYIOIINM
KpUTEepUSIM:

29.1. 3ampoc He MPOTUBOPEYMT I10JI0KEHMSIM HOPMAaTUBHBIX aKTOB;

29.2. 3ampoc Heo6XoAMM U COOTBeTCTBYeT pyHKIMoHany Open Banking.
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IMpunoxenue N 1

Metonnl API, KoTOopbIe JO/KHBI OBITH IIpemocTaBaeHbl ASPSP, cTpyKTypa aHHBIX U

IIapaMeTpbl, HeOGXOI[I/IMbIe AJIsI UHTerpanmnuu

1. Consents Endpoints

Meroa: Create Consent

Tun metopa: POST /vl/consents

OnucaHnue: DTOT METOZ, II03BOJISIeT CO34aTh COrjlacMe Ha HOCTYII, cBsg3aHHoe ¢ PSU.

Cormacue HeoOXOAMMO [Jisg TOro, 4To6bl aBTOpM3oBaTh TPP Ha pgocTym K
mHdopmanuu o cuete (AIS).
[TPP] Request Header Parameters:
HasBanue Tun YcinoBue Onucanue
YHuKanbHbiM ID, co3maBaembin TPP mia
X-Request-ID {UUID Ob6s3arenbHbIN |\ugeHTHMUKALMK 3ampoca. O6si3aTeneH  Iyis
IIPOBEPKM YHUKaJIbHOCTU ASPSP.
PSU-IP- Strin O6si3aTe 1 ||[IP-ampec PSU
si3aTe/bHbIN |[P- .
Address & AP
PSU-Device- Stri YHUKIbHBIA ID yCTPOVICTBA, MCIIOIB3YEMOTO
D tring  l06s3aTenbHblil ||pgyy
PSU-Device- ' _ |Hassanme/momennb (obmiast)  yCTpPOWCTBa, c
String  (|O6s3aTeNbHBIN |KOTOPOTO MOJK/II0YaeTCs KOHEYHbIN
Name
moyib3oBaTesb (PSU).
PSU-Geo- ['eorpadmyeckoe MeCTOIIOIOKEHMe, [lepelaHHOe
. String OnuymoHanbHbIN|B cooTBeTCcTBYIOIeM HTTP-3ampoce mexxay PSU u
Location
TPP, eciit OHO JOCTYITHO.
TPP-Redirect-
String O6s3aTeTbHbII URI gna mnepeHanmpasieHuss K TPP  mocie
URI 3aBepIIeHMs COIIacus.
TPP-Nok-

. String OMIMOHAIbHBIIA URI g1 mepeHamnpaBjieHMsI B Cjlydae OIIMOKIN.
Redirect-URI ASPSP ymeeT rpaBoO UTHOPMPOBATH 3TO IIOJIE.
Date Datetime lO6s3aTerbHbIIT JlaTa 1 BpeMs BbIIToHeHMs 3ampoca (RFC 7231 D,

dd M YYYY HH:mm:ss GMT).
Content-Type |String  |O6s3aTenbHbIN VKasplBaeT ~ Qopmar  Tena  3ampoca  —

application/json.
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Ha3BaHue Tun VcioBue Onucauue

BkiroyaeTcss TOJIBKO B Ciy4ae, €CIM 3JIeMEHT
«Signature» NMpUCYTCTBYeT B 3ar0JI0OBKe 3ampoca.
PekoMeHZyeTCsT BBIUMUIATD [JaifsKecT IIOCiIe
npumeHeHuss JSON Minify (3Ta pekomeHmauus
MIpMMeHSsIeTCs Ha MPOTSIKEHUN BCETo
TOKYMEHTA).

Digest String O6s13aTenbHBIN

[Tognucanme  3ampoca TPP Ha  ypoBHe
MIPUJIO>KEHNS. Ans 3aIl0JTHEeHUS 10JIs
opmupyercss  «signing  string» = COIJIaCHO
MmapaMeTpam «algorithm» u «headers»,
MOJATINChIBaeTCs NPUBAaTHBIM K/IIOYOM,
cBsizaHHbIM C «keyld», mocie yero pesynabTar,
3aKOAMPpOBaHHBI B base64, BcTaBisieTCs B
«signature». DTOT CIOCOO 3aTllOJIHEHMS TIOJIS
«Signature» NpyMeHsIeTCSI Ha IPOTSI>KEHUY BCero
HaCTOSIIIEro JOKyMeHTa.

Signature String O6s13aTenbHBIN

TPP- CepTu(uUKaT, MUCIIOAb3yeMbIN AJIs1 MOAIMCAHUS
Signature- String O6s3aTebHbIN |3arpoca, B KOAMPOBKe base64. JoisKeH 6bITh
Certificate BKJIIOUEH, eC/I MMeeTCS MOAICh.

[TPP] Request Header Sample:

POST htttps://api.provider.com/vl/consents

Content-Type: application/json

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000
PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

PSU-Geo-Location: GEO: 47.014434;28.493426

TPP-Redirect-URI: https://tpp-example.md/redirect
TPP-Nok-Redirect-URI: https://tpp-example.md/redirect-failure
Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=VYe+GLeBVnBVH8A50NPOCawtglxwkfe+XufPzmVGGMA=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256”,

headers="digest date x-request-id tpp-redirect-uri”,

signature="Base64(RSA-SHA256(signing string))”
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TPP-Signature-Certificate:
"MIIBIjANBgkqhkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAZKzT+132ygAqDdZVIKYtDKWVZT7y
SP547ZXgH8dEUM6d9fKhs6DFiM9Do5sIDDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8Mjbbjff7cDwWDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkkXq+FXWmZT12AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY
7AkKDPylQtD/kTxM+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidqk9iYxeAwT
bF7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0Z
SczX4rh7tBf3rc5BC+MBulLKgg1PvOWgfWHi5BQ==",

I'me ,signing string” mpescTaBsieT CO6OI:

digest: SHA-256=VYe+GLeBVnBVH8A50NPOCawtglxwkfe+XufPzmVGGMA=
date: Wed, 11 Sep 2024 12:34:56 GMT

x-request-id: 123e4567-e89b-12d3-a456-426614174000

tpp-redirect-uri: https://tpp-example.md/redirect

[TPP| Request Body Sample for Consent Request on Dedicated Accounts (detailed consent -
support by ASPSP is mandatory):

{

"access"
"accounts": |
{
"iban": "MD21AAA000000022553456789"
}
],

"balances": |

{
"iban": "MD21AAA000000022553456789"

}

I,

"transactions": [

{
"iban": "MD21AAA000000022553456789"
}
]
h

"recurringlndicator": true,
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"validUntil": "2024-12-31",
"frequencyPerDay": 4
}

[TPP] Request Body Sample for Consent on Account List of Available Accounts (global consent
- support by ASPSP is mandatory):

{
"access"
"availableAccounts": "allAccounts”
3
"recurringlndicator": true,
"validUntil": "2025-08-06",
"frequencyPerDay": 4
}

[TPP] Request Body Sample for Consent on Account List or without Indication of dedicated
Accounts (bank offered consent - support by ASPSP is mandatory):

{

"access":
"balances": [],
"transactions": []
,
"recurringlndicator": true,
"validUntil": "2025-11-01",

"frequencyPerDay": 4

}

[TPP] Request Body Parameters:

Ha3Bauue Tun VcioBue Onucauue

OmpegensieT JOCTyn K cyeTaM, GajmaHcaM U

access Object |O6s13aTenbHbBIN
TPaH3aKIUSIM.

Crycok IBAN-0B cueToB, K KoTopbIM TPP 6yzet

access.accounts Array |OnuyoHaIbHBIN
VIMeTb JOCTYII.
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Ha3BaHue Tun VcioBue Onucauue

Crimcoxk IBAN-0B, mo kotopsIM TPP mosker

access.balances Array ||OnLMOHAIbHBIN
MOJTy4YaTh OasaHCHI.

Crimcoxk IBAN-0B, mo kotopsIM TPP Mosker

access.transactions||Array ||OnLOHaIbHBIN -
TI0JIyYaTh AeTaly TPAaH3aKI U,

YKa3bIBaer, SIBJISIETCS m JOCTYII
MOBTOPSIOLMMCS MM pa3oBbIM. Eciam true —
noctyn noBropswouuiics. Ecnu false — moctyn
Pa30BbI.

recurringIndicator|Boolean|O6s13aTenbHbIN

Hata uctedyenmus cormacus (dpopmat: YYYY-

lidUntil Stri 06 7
vall nt1 rlng A3aTeJIbHbIN MM-DD).

MakcuMasibHOe KOJIMYEeCTBO OOpalleHuit B
frequencyPerDay |Integer |[O6s3aTe/IbHBIN ||meHb K JaHHBIM cyeTa 6e3 ydactusa PSU (AIS).
Bo3moskHbIe 3HaueHUS: 1, 2, 3 uam 4.

[ASPSP] Response Header sample:

Content-Type: application/json

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000
ASPSP-SCA-Approach: REDIRECT

Date: Wed, 11 Sep 2024 12:34:58 GMT

Location: “/v1/consents/ a7c3e9f8-1a44-4cd3-83ab-4f29d1f9e8c7”

[ASPSP] Response Body Sample (Success - 201 Created):

{

"consentStatus": "received",
"consentld": "d6f9b8f4-4b10-4b9e-933b-ff9a24b5641f",
"_links": {
"scaRedirect": {
"href": "www.mybankapp.com//authentication/ a7c3e9f8-1a44-4cd3-83ab-4f29d1f9e8c7"
2
"status": {
"href": "/v1/consents/ a7c3e9f8-1a44-4cd3-83ab-4f29d1f9e8¢7 /status"
2
"scaStatus": {

"href": "/v1/consents/ a7c3e9f8-1a44-4cd3-83ab-4£29d1f9e8c7 /authorisations/123auth567"

19




}

}

[ASPSP| Response Header Parameters:

Ha3sBaHue Tun YciioBue OnucaHue

X-Request-1D |[UUID O6s13aTeTBHbII YHuUKanbHbIM  ID, co3gaBaembin TPP  gns
UAEeHTU@UKaLUM 3aIpoca.

Location String O6s13aTenbHBIN||MeCcTOO0IO}KeHYe CO3ZTAHHOTO pecypca.

ASPSP-SCA- ) |[Tunm metoma SCA, wucnonbdyemoro ASPSP. Ha

String Ob6sa3aTe/IbHBIN ~
Approach JaHHBbI MOMeHT — To/1bKO REDIRECT.
Date Datetime ||O6s13aTenbHbIV||[IaTa 1 BpeMs BbIoHeHMs 3ampoca (RFC 7231).
) _|[YKa3pIBaeT, 4TO opMaT TejJa OTBeTa —

Content-Type|/String O6s13aTeTbHBIN . bop

application/json.

[ASPSP| Parameters of Success Response:

HasBaHue Tun |Yciosue OmnmcaHnue
consentStatus|String||O6s3aTenbHbIii|CTaTyc cornacud (valid, expired u T. 11.).

consentld String||O6s13aTeIbHBIN||YHUKATbHBIN MAeHTU(UKATOP CO3LaHHOTO COTIACHS.
_links String|O6s13aTenbHbBIN||CIIMCOK CChIIOK, OTHOCSIIIMXCSI K COTTIACHIO.

[ASPSP] Response Sample (Error - 400 Bad Request):

{

"tppMessages": [

{

"category": "ERROR",

"code": "FORMAT_ERROR",

"text":

string”,

"path": "string"
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[ASPSP] Parameters of Error Response:

Ha3Bauue Tun Ycinosue OnucaHue
O6sa3aTenb (Crmcox COOOIIeHNI 06 OIlIMOKaX,
tppMessages Array -
HBIN CreHepVPOBAaHHBIX CEPBEPOM.
: Ob6si3aTenb
tppMessages.category||String - Karteropus coo6iennst (ERROR, WARNING).
: Ob6si3aTenb
tppMessages.code String EL Kop omm6ku (ex: FORMAT_ERROR).
o Messages.text Strin O6s3atensb ||[lomgpo6bHOe omucaHue OWNOKM (Hampumep:
PP ges. & bt "Invalid IBAN format").
. ONLVOHAN VkasblBaeT TOYHOE MeCTO BO3HMKHOBEHMS
tppMessages.path String -
bHBIN OIIMOKMN.

Meron: Get Consent

Tun metoga: GET /v1/consents/{consentId}

Onucanme: ITOT MeTOZ 103BoJjisieT TPP momy4nTsh moApoO6HYI0 MHQOPMAIIMIO O paHee
co3gaHHOM corytacum. Vimentudnkarop corstacus (consentld) mepemaercst B URL. TPP
MO>KeT IIPOBEPUTD CTATYyC COIJIACUS U CBSI3aHHbIE C HUM JaHHbIe, TaKMe KaK cyeTa U
CPOK JIeVICTBUSL.

[TPP| Path Parameters:

HasBaHmue Tun YcioBue Onucauue
. O6s13aTeNbH | VHUKaIbHbINA MAeHTUMMKATOP CO3MaHHOTO
consentld String _ A ¢ p co3t
bIN coryiacus.

[TPP] Request Header Parameters:

Ha3Banmue |[Tumn YcioBue Onucanmne

X- -~ ~

Request- |UUID O6s13aTeTbHbII YHUKa/JIbHbBIN ID, CO3/laBaeMbIl TPP IJIsT
D UAEeHTU@UKaLUM 3aIIpoca.

Date Datetime|O6s13aTenpHbI |[[JaTa ¥ BpeMs BbITTOITHeHNS 3aripoca. (RFC 7231)
PSU-IP- Strin O6s13aTenbHBIN ([P-azmpec PSU. B cirydae BbI3oBa 6e3 yuactust PSU TPP
Adress g yka3sbiBaeT 0.0.0.0.
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Ha3Bauue |[Tun YcioBue Onucanue
PSU- _ O6s3arenbubii || EVKaIpHbI ID ycTpoiicTsa, ncnonbyemoro PSU. B
. String crydae BbI3oBa 6e3 yuyactust PSU TPP ykasbpiBaeT no-
Device-ID .
psu-involved.
PSU- HasBaume/mogpenb (0611jast) yCTPOWCTBa, C KOTOPOTO
Device- |String Ob6s3arenbHblli |[mogkmodaercs PSU. B ciaydae Bbi3oBa 6e3 ydacTus
Name PSU TPP yka3sbiBaeT no-psu-involved.
['eorpadmyeckoe MecCTOIIOJIOKeHMe, MepelaHHOe B
PSU-Geo- . -
Location String OnuyoHanbHbIN | cooTBeTcTBYIOIEM HTTP-3ampoce mexxay PSU u TPP,
eCJIV OHO AOCTYIIHO.
String Ob6s13aTenbHbIN
Digest BkitouaeTcsi TOJABKO B C/Iydae, eCIM 3JeMeHT
«Signature» IpMUCYTCTBYeT B 3arojIOBKe 3aIIpoca.
Signature ||String O6si3aTenbHbin |[Tomnmcanme 3ampoca TPP Ha ypoBHe IPMIO>KEHMS.
TPP- CepTudmuKar, WUCIOAb3YeMbIM jIs1 IIOANNMCAHUSA
Signature-||String O6sa3aTenbHbINM |3ampoca, B KOAMPOBKe base64. [oikeH O6BITh
Certificate BKJ/IIOYEH, eC/IM MMeeTCS ITOMIINCh.

[TPP] Request Header Sample:

GET https://api.provider.com/vl/consents/ d6f9b8f4-4b10-4b9e-933b-ff9a24b5641f

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Date: Wed, 11 Sep 2024 12:34:56 GMT

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

PSU-Geo-Location: GEO: 47.014434;28.493426

Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5SNMpJWZG3hSuFU=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256",

headers="digest date x-request-id”,

signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkqhkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAZKzT+132ygAqDAZVIKYtDKWVZT7y
SP547XgH8dEUM6d9fKhs6DFiM9Do5s1DDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkkXq+FXWmZT{I2AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY
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7AKDPylQtD/kTxMo+4t7mMtpTeDs/qhvZXMnRPvVE/JIE58xsiCBvUe36V1ht+WLidqk9iYxeAwTb

F7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0ZS
czX4rh7tBf3rc5BC+MBuLKgglPvOWgfWHi5BQ==",

[ASPSP] Response Header sample:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

[ASPSP] Response Body Sample (Success - 200 OK):

{

"access":
"accounts": [
{
"iban": "MD21AAA000000022553456789",

"currency": "MDL"

}
],
"balances":
{
"iban": "MD21AAA000000022553456789",

"currency": "MDL"

}
],
"transactions": |
{
"iban": "MD21AAA000000022553456789",

"currency": "MDL"

}
]
h

"recurringlndicator": true,
"validUntil": "2024-12-31",
"frequencyPerDay": 4,

"consentStatus": "valid",
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" links": {
"account": {

"href": "/v1/accounts"”

}

}
}
[ASPSP| Response Header Parameters:

Ha3sBaHue|Tun YcioBue OnucaHue

X- ~ -~
Request- [UUID O6sI3aTeIBHbII YHUKanbHbIN ID, co3gaBaembiv TPP niis
D MAeHTU(UKALUM 3aIpoca.

[ASPSP| Parameters of Success Response:

HasBanmue Tun YcnoBue Omnucanue
. O6s3aTeNnbH . )
consentStatus String . CraTtyc cornacus (valid, expired etc.).
bIN
. O6sa3aTenbH |Ompegensier AOCTYII K CYeTaM, GajaHCaM W
access Object _ PeA AOCTY ’
bIN TPaH3aKILVSIM.
OmnumoHasnbd |Cromcok IBAN-OB cueTOB, K KotopbiM TPP GyzeT
access.accounts Array .
HBIN VIMeTb JOCTYII.
OmumoHanbd | Cnmcok IBAN-0B, mo kotopeiM TPP MoxkeT
access.balances Array _ ’ p
HBIN MOJTy4YaTh GaslaHCHI.
. OnumoHand |Crmcok IBAN-oB, mo KoTtopbiM TPP MoxkeT
access.transactions |Array B -
HBIN I10JIy4aTh AeTaay TPaH3aKI M.
. OnuumoHasb
currency String - BasroTa cuerTa.
HbIN
. . . O6s3aTeNibH
validUntil String - JaTa McTedyeHMsI COTIacusl.
bIN
. . O6sa3aTenbH YKa3pIBaer, SIBJISIETCSI n OOCTYII
recurringIndicator |Boolean -
bIN TIOBTOPSIIOIIVIMCS VIV Pa30BBIM.
O6s13aTeNIbH (MakcMMaTbHO® KOTMYECTBO obpameHunii B
frequencyPerDay |Integer .
bIN OeHb.
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Ha3sBaHue Tun Ycinosue Onucaumue
links Object OmnuyoHanb |VkaspIBaeT nocjaenypoIye Iiary, KOTOpble
- HbIN MOTYT OBITh BBITIOJTHEHBI Uepe3 MHTepdeTiC.

[ASPSP] Response Sample (Error - 400 Bad Request):

{
"tppMessages": [

{

"category": "ERROR",

"code": "FORMAT_ERROR",

"text™ "string"
"path": "string"

}

}
HasBaHue Tun |YcaoBue OnucaHue
O6s3arend |Crmcok COOGIIeHMIA 06 ommobKax,
tppMessages Array .
HBIN CTeHepUPOBAaHHBIX CEPBEPOM.
: Obsi3aTenb
tppMessages.category||String - Kareropus coo6menust (ERROR, WARNING).
) Ob6s3aTenb
tppMessages.code String - Kop omm6ku (Hanpumep: FORMAT_ERROR).
tppMessages. text String O6s13aTens |[logpo6HOe omMcaHMe OMMGKM (HaIpUMep:
) HBI "Invalid IBAN format").
. OnmmoHasn (VkasplBaeT TOYHOE MECTO BO3HUKHOBEHMS
tppMessages.path String -
bHBIN OIIMOKMN.

Meron: Delete Consent

Tun metoma: DELETE /v1/consents/ {consentld}

Onmucanue: OTOT MeTO/ 1103BoJIsieT TPP 0TO3BaTh CyliecTBYIOLee coriacue,
mcnonb3ys consentld. ITocse oT3bIBa coracue 60IbIlle He OyAeT IMPeSoCTaBIsATh
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moctymn K cuetaM PSU. OTo feiicTBMe He0OXOAMMO s IIpeKpalieHsl/ 67I0KMPOBKM
ZOCTYyIIa K JaHHBIM CYeTOB MJIM JIS1 IpepbIBaHMS IOBTOPSIOILIErocs: OCTYIIA.

[TPP] Path Parameters:

Ha3BaHwue Tun YcioBue Onucanue
) Obsi3aTennbH 7
consentld String > YHUKaJIbHBIN MIeHTU(UKATOP CO3LaHHOTO
BIN coryiacus.

[TPP] Request Header Parameters:

Ha3Banme |Tun |YcioBue Onucanue

X-Request- YHUKaIbHBIN ID, Cco31aBaeMBbI TPP OJist

D UUID (O6si3aTenbHbll (nmeHTudMKanmy 3anpoca. O6s3aTesieH AJis IPOBEPKU
YHUKabHOCTU ASPSP.

PSU-IP-

String||O6s3aTenbubiii |[IP-agpec PSU.
Adress & ol
PSU- . - - .
. String||O6s13aTenbHbBIN |[YHMKAAbHBINM ID ycTpoiicTBa, ucnonbsyemoro PSU.
Device-ID
PSU- -
. ) . |Ha3Baume/mogmensb (0611ast) yCTpOICTBA, C KOTOPOTO

Device- String ||O6s13aTenbHbBIN
noagkarodaercs PSU.

Name

PSU-Geo- leorpadpmueckoe MeCTOIMONOKEHME, TlepeflaHHOe B

Location String | OnuMoHaNbHbIN| cooTBeTCTBYIOEM HTTP-3ampoce mexxay PSU m TPP,
€CJIY OHO AOCTYIIHO.

Date String ||O6s13aTenbHbIN ||[laTa 1 BpeMs BeITIOTHeHMs 3ampoca. (RFC7231)

String ||O6s13aTenbHbBIN B

Digest K/IIO4aeTcsl TOJBKO B (CJIydae, eCcaIM 3JeMeHT
«Signature» IpMUCYTCTBYeT B 3arojIOBKe 3aMpoca.

Signature ||String |O6s3aTenbHblN |[lopgnucanne 3anpoca TPP Ha ypoBHe IPUJIOXKeHUS.

TPP- CepTuduKar, WUCHOAb3yeMbI Ui  IOANNCAaHUSA

Signature- |String ||O6s3aTeNbHBIN ||3ampoca, B KOAMPOBKe base64. [Jo/KeH GbITh BKITIOUEH,

Certificate eC/IM MeeTCs IIOAIINCH.

[TPP] Request Header Sample:

DELETE htttps://api.provider.com/vl/consents/ d6f9b8f4-4b10-4b9e-933b-ff9a24b5641f

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

PSU-IP-Address: 192.168.0.10
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PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

PSU-Geo-Location: GEO: 47.014434;28.493426 Date: Wed, 11 Sep 2024 12:34:56 GMT
Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5NMpJWZG3hSuFU=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256",

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkqhkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAzKzT+132ygAqDdZVIKYtDKkWVZT7y
SP54ZXgH8dEUM6d9fKhs6DFiM9Do5s1DDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkkXZT{I2AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY7AkDPyl
QtD/kTxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidqk9iYxeAwTb
F7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0ZS
czX4rh7tBf3rc5BC+MBuLKgg1PvOWgfWHi5BQ=="

[ASPSP] Response Header sample:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

[ASPSP] Response Body Sample (Success - 204 No Content):

B Tejie oTBeTa He BO3BpalllaeTCs HMKaKasAg MH@oOpMauusda, Toabko craTtyc 204 No Content,
KOTOPBIV MOATBEPKIAeT YCIIeIIHOE BbINIOJIHEeHME OT3bIBa.

[ASPSP] Response Header Parameters:

HasBanme| Tun VcioBue Onmucauue

X-
Request- |[UUID O6s13aTeTbHBIN
ID

YHUKaabHbINM 1D, co3gaBaemsbiit TPP s
UAeHTU(UKALUM 3aIpoca.

[ASPSP] Response Sample (Error - 400 Bad Request):

{
"tppMessages": |
{
"category": "ERROR",
"code": "FORMAT_ERROR',

w,on

"text": "string",
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"path": "string"

}
]
}
HasBaHune Tun Ycnosue OnucaHue
O6s3aTenb |Cnmcok COOBILIEeHMIA 06 omM6Kax,
tppMessages Array -
HBIN CreHepVpOBaHHBIX CEPBEPOM.
: O6s3aTenb
tppMessages.category||String - Kateropus coo6iennst (ERROR, WARNING).
_ O6si3aTenb
tppMessages.code String i Kop omm6ku (Hanpumep: FORMAT_ERROR).
tppMessages. text String O6s3arenp |[TogpoGHoe omucaHMe OWMOKYM (HaIpuMep:
’ HBI "Invalid IBAN format").
Omnumonan
tppMessages.path String Hv YKa3blBaeT TOYHOE MeCTO BO3HMKHOBEHUS
bHbBIN OIIVOKMN.

Meroa: Consent status

Tun metoza: GET /v1/consents/{consentld}/status

Ommcanme: DTOT MeTOZ, I03BojsseT TPP MonyumMTh TeKylIuMM CTaTyC COIJIacus,
npeHTudunupyemoro mno consentld. CraTyc coriacus nokasbiBaeT, AeViCTBUTEeJIeH N
OH, VICTEK, OTO3BaH, OTKJIOHEH WIM HaXOAMTCS Ha HAYaJIbHOM CTaAuM — IIOJIY4YeH,
IIpeIOCTaB/IsASA BaXKHYIO MH(POPMAILIMIO O COCTOSTHUY IIPeA0CTaBJI€HHOTO COTIaCHs.

[TPP] Path Parameters:

HasBaHmue Tun YciioBue Onucauue
. O6s13aTeNbH |YHyKaIbHbIA MAeHTUMMKATOP CO3MaHHOTO
consentld String - ) ¢ p co3q,
bIN coryjiacus.

[TPP] Request Header Parameters:

Ha3BaHue Tun |YcaoBue OnucaHue

X-Request-ID |[UUID |O6si3atenbibiii VYHukanbHbiM ID, co3maBaembin TPP miasa
UAeHTU@UKaLUM 3alIpoca.

PSU-IP-Adress|String||O6s3aTenbHbrit IP-ampec PSU. B cnydae BbI3oBa 6e3 ydactusi PSU
TPP ykasbiBaet 0.0.0.0.
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HasBaHue Tun |YcioBue Onucanue
PSU-Device- _ . VHUKanbHbIN ID ycTpoyicTBa, uconb3yeMmoro PSU.
D String|O6s3aTenbHbIA |B cay4yae BbI3oBa 6e3 ydactus PSU TPP ykasbiBaeT
no-psu-involved.
PSU-Device- . ) Ha3BaHme/mogenb (06111ast) yCTPOICTBA, C KOTOPOTO
String ||O6s13aTe/IbHBIN ([mogkatodaeTcss PSU. B ciydae BbI3oBa 6€3 ydacTus
Name .
PSU TPP ykaseiBaeT no-psu-involved.
PSU-Geo- ' ) ['eorpadmyeckoe MecTOIOJIOKEHE, IIepeJaHHOe B
Location String |OnumoHanbHbINA|cooTBeTcTBYIOWEM HTTP-3ampoce mexay PSU mu
TPP, eciyt OHO JOCTYITHO.
Date String ||O6s13aTenbHbl ||[IaTa ¥ BpeMs BbIToTHeHMs 3ampoca (RFC 7231).
String ||O6s13aTeNnbHBIN
Digest BkirouaeTcs TOJIBKO B (/Iydae, eCjM 3JeMeHT
«Signature» IpMUCYTCTBYeT B 3aroJIOBKe 3alIpoca.
String ||O6s3aTeIbHBIN
Signature [Tognucanne 3anpoca TPP Ha ypoBHe IpuIoKeHUA.
TPP- String ||O6s3aTenbublil |[CepTUdUKAT, MUCIOAb3YEMbIN IS MOAMMCAHUS
Signature- 3ampoca, B KOAMPOBKe base64. [loyKeH OBITH
Certificate BKJIIOUYEH, eC/IM MMeeTcs IIOAIINCH.

[TPP] Request Header Sample:

GET https://api.provider.com/v1/consents/ d6f9b8f4-4b10-4b9e-933b-ff9a24b5641f/status
X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

PSU-Geo-Location: GEO: 47.014434;28.493426

Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5NMpJWZG3hSuFU=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C-MD”, algorithm="rsa-sha256”,

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBJANBgkqhkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAzKzT+I132ygAqDdAZVIKYtDKWVZT7y
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SP54ZXgH8dEUM6d9fKhs6DFiM9D05sIDDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7

F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/03pzUNrzzTyAdIQ8MjbbJff7cDWDpwnFVgbQ6ZTxYm2Ccc
ov]QJuyfwO7ICtVjkkXq+FXWmZT{I2AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY7AkDPy
1QtD/kTxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidqk9iYxeAwT

bF7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0Z
SczX4rh7tBf3rc5BC+MBuLKgg1PvOWgfWHi5BQ=="

[ASPSP] Response Header sample:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

[ASPSP] Response Body Sample (Success - 200 OK):

{
"consentStatus": "valid"
}
[ASPSP] Response Header Parameters:
Hassaune|Tumn YciaoBue OnucaHue
X- -~ -~
Request- |[UUID O6s3aTebHbII YHuKanbHbIN ID, co3gaBaembin TPP niis
D MAeHTU(UKaLUM 3aIpoca.

[ASPSP] Parameters of Success Response:

HasBaHue Tun |YcaoBue Onucauue

O6s3aTenbHblii| Tekymuii cratyc cornmacus (valid, expired, revoked,

consentStatus||String rejected T.71.)

[ASPSP] Response Sample (Error - 400 Bad Request):

{
"tppMessages": [
{
"category": "ERROR",
"code": "FORMAT_ERROR",

"text": "string",

"path": "string"
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[ASPSP] Parameters of Error Response:

Ha3Bauue Tun Ycinosue OnucaHue
O6s3arensd (Crmcok COOGIIeHM I 06 OIIIMOKAX,
tppMessages Array -
HBIN CreHepVPOBAaHHBIX CEPBEPOM.
: Ob6si3aTenb
tppMessages.category||String - Karteropus coo6iennst (ERROR, WARNING).
: Ob6si3aTenb
tppMessages.code String EL Koz omm6ku (Haripumep: FORMAT_ERROR).
o Messages.text Strin O6s3atensb ||[lomgpo6bHOe omucaHue OWNOKM (Hampumep:
PP ges. & bt "Invalid IBAN format").
. ONLVOHAN VkasblBaeT TOYHOE MeCTO BO3HMKHOBEHMS
tppMessages.path String -
bHBIN OIIMOKMN.

2. Accounts Endpoint

Meron: Read account list

Tun metopa: GET /vl/accounts

Onucanue: OT0T MeToZ 1103BoJIsseT TPP moIy4nTh CIMCOK CYETOB, IIPMHALJIEKALINX
PSU, misg KOTOpPBIX CYILIECTBYET HOEeNCTBYIOLee corjacue. Bo3spaljaemMble SaHHBbIE
BK/IIOYAIOT OCHOBHYIO MH(MOPMALIMIO O KaXKAOM cuyeTe, TaKyl Kak IBAN, BajroTa u
Apyrue cBefeHMsl O cyeTe. JDTOT MeTO[, SIB/ISIeTCS K/IK4YEeBBIM B KOHTEKCTe YCIyT

mocTyna K mHpopMaumm o cyerax (AIS).

[TPP] Query Parameters:

HasBaHue Tun YcinoBue Onucanue
Ecniy mapameTp BK/IIOYEH, OH JIOJKEH MMETh
3HaueHMe true unu false. Eciiy mapameTp paBeH
true, (YHKOMS BEePHET CIMCOK [JOCTYIIHBIX
. Ommonans |[WIRTEKHBIX CIETOB, BKIIOYAs 6ayaHC cueTa, B
withBalance |Boolean . TOJ Mepe, B KaKoO¥ 3TO 6bUIO pa3pemeHo PSU

yepes corjlacue M JOCTYIIHO cO CTOpoHbI ASPSP.
Ecin  napamerp paBeH false wnm  He
IIpefoCTaB/lIeH, CIVCOK CYeTOB BO3BpalllaeTcCs
6e3 6aJIaHCOB.
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[TPP] Request Header Parameters:

Hassanue |Tun Ycnosue Onucanue
X_ -~ -~
Request- |{UUID OGs13aTebHbLI YHMKa/IbHBIN ID, co3JaBaeMbIi TPP OIS
D UAaeHTU@UKaLUM 3arpoca.
Consent- String | O6s3aTenbHbIT VYHUKaJIbHbIM ~ WAEHTU@PUKATOp  COrjlacusl, Ha
ID OCHOBaHMM KOTOpOro TPP MMeeT JOCTYII K c4eTaM.
PSU-IP- : _ |IP-agpec PSU. B ciyuae BoI30Ba 6e3 yuactuss PSU TPP
String  ||O6s13aTenbHBIN AP v v
Address yka3sbiBaeT 0.0.0.0.
PSU- YHuKanbHbIM ID ycTpoyicTBa, ucnonbsyemoro PSU. B
Device-ID String  (|0gsgsaTenbHbIi ||CTYIae Bbi30Ba 6e3 yyactust PSU TPP yKkasbiBaeT No-
psu-involved.
PSU- HasBaumne/mogmenb (061ast) yCTPOMCTBA, C KOTOPOTO
Device- |IString ||O6s3aTenbHbIN |[mogkiatodaeTcss PSU. B ciryuae Bbi3oBa 6e3 yuactusi PSU
Name TPP yka3sbiBaeT no-psu-involved.
PSU-Geo- [eorpaduueckoe MeCTONOJIOKEHMe, MepeJaHHOe B
Location String  ||OnuMoHanbHbIN|(cooTBeTCTBYIOIEeM HTTP-3anpoce mexay PSU u TPP,
eCJIYl OHO JOCTYITHO.
Date Datetime||O6s13aTenbHbIN |[JaTa 1 BpeMs BbiTToTHeHMsT 3aripoca (RFC 7231).
String  ||O6s13aTeNnbHBIN B
Digest KIIOYaeTcss  TONBKO B CIydae, €C/IM  3/IeMeHT
«Signature» IpUCYTCTBYeT B 3ar0JIOBKe 3aIlpoca.
String  ||O6s13aTenbHBIN
Signature ITognmcanme 3ampoca TPP Ha ypoBHe IIPUIIOKEeHMS.
TPP- String  ||O6si3arenpubiin |[CepTMdUKAT, MCIOAb3YEMBIN IS  IMOANMCAHUSA
Signature- 3ampoca, B KoAupoBKe base64. [loikeH OBITh
Certificate BKJIIOUYEH, eC/IM MeeTCSI IIOAIINCH.

[TPP] Request Header Sample:

GET https://api.provider.com/vl/accounts

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Consent-ID: d6f9b8f4-4b10-4b9e-933b-ff9a24b5641f

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X
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Date: Wed, 11 Sep 2024 12:34:56 GMT
Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5NMpJWZG3hSuFU=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C-MD”, algorithm="rsa-sha256",

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkqhkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAzKzT+132ygAqDdZVIKYtDKkWVZT7y
SP547ZXgH8dEUM6d9fKhs6DFiM9Do5s1DDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkkXZT{I2AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY7AkDPyl
QtD/kTxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidqk9iYxeAwTb
F7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0ZS
czX4rh7tBf3rc5BC+MBuLKgg1PvOWgfWHi5BQ=="

[ASPSP] Response Header sample:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

[ASPSP] Response Body Sample (Success - 200 OK):

{

"accounts": |
{
"resourceld": "acc-123456789",
"iban": "MD21AAA000000022553456789",
"currency": "MDL",
"product”: "Cont Curent”,
"cashAccountType": "CACC",
"_links": {
"balances": {
"href": "/v1/accounts/ acc-123456789/balances"
2
"transactions": {
"href": "/v1/accounts/ acc-123456789/transactions"
}
}
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"resourceld": "acc-987654321",
"iban": "MD21BBB000000022553456999",
"currency": "MDL",
"product”: "Cont de Economii",
"cashAccountType": "SVGS",
" links": {

"balances": {

"href": "/v1/accounts/ acc-987654321/balances"

}
}

]
}

[ASPSP] Response Body Sample withBalance (Success - 200 OK):

{

"accounts": |
{
"resourceld": "acc-123456789",
"iban": "MD21AAA000000022553456789",
"currency": "MDL",
"product": "Cont MDL",
"cashAccountType": "CACC",
"balances": |
{
"balanceType": "interimAvailable",
"balanceAmount": {
"currency": "MDL",

"amount": "99999.99"
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3

"lastChangeDateTime": "2024-08-25T00:00:00Z"

],
" links": {

"transactions": {

"href": "/vl/accounts/acc-123456789/transactions"

}
}
}
|
}
[ASPSP| Response Header Parameters:
HasBaHue||Tun YcioBue Onucanue
X- ~ ~
Request- ||UUID O6si3aTeTbHbII YHuKanbHbIN ID, co3gaBaembin TPP niis
D MAeHTU(UKaALUM 3aI1poca.
[ASPSP] Parameters of Success Response:
HasBaHue Tun |Ycrosue Onucanue
accounts Array ||O6s3aTenbHBIN ||CIIMCOK CYeTOB, MpMHaIeskanx PSU.
resourceld String O6s13aTeTbHBIN VHI/IKa)IbH\I‘)II/I I/I.:Z[EHTI/ICI)I/IKaTOp,
CBSI3aHHBIN C K&K bIM CUETOM.
iban String||O6si3aTenbHbIN ([BAN cuéTa.
currency String|O6s13aTenpHbIN (Bamtora cuéra (Hanmpumep MDL).
.__||O6s3aTenbHbIN || TUN TPOAYKTa, CBSI3aHHOTO CO CYETOM
product String
(mHampmmep Current Account).
O6si3aTenbHblii |Tun cuéra (Hanpumep, CACC s
cashAccountType String TeKYIIero CYéTa, SVGS IS
c6eperaTesIbHOTO CUETA).
O6sa3aTe/IbHbIN .
balances Array (... . Crycok 6as1aHCOB, CBSI3aHHBIX CO CYETOM.
(if withBalance)
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balanceAmount.currency||String

(if withBalance)

HasBaHue Tun |[YcioBue Onuca”ue
balanceTvbe Strin Ob6si3atenbHbIN ||Tum 6asaHca (Hampumep
YP & (if withBalance) |jinterimAvailable, expected).
balanceAmount Object Obsi3atenbHblt I[Toapo6HOCTM O CYMMe Ha CYETe
] (if withBalance) als Y '
O6s3aTe/IbHbIN

BasnoTa cuéra (Hanmpumep MDL).

balanceAmount.amount ||Strin ObszarenbHpt [loCTyImHAsi CyMMa Ha C4YéTe
) & (if withBalance) Y Y '
Ob6s13aTeTbHBIN
lastChangeDateTime String| JlaTa ¥ BpeMs MOC/IefHEro M3MeHeHMUS
(if withBalance) |6amaHca.
OnuyoHanbHBIN|[YKa3blBaeT NOC/IeAyIONIye Maru, KoTopble
_links Object MOIYT  OBbITb  BBINIOJIHEHBI  4epe3
VHTepdecC.
[ASPSP] Response Sample (Error - 400 Bad Request):
{
"tppMessages": [
{
"category": "ERROR",
"code": "CONSENT_INVALID",
"text": "string"
"path": "string"
}
]
}
[ASPSP] Parameters of Error Response:
Ha3saHue Tun Ycnosue OnucaHue
Obsi3aTenb 7
tppMessages Array r Crmcok COOGIIeHU I 06 OIlIMOKaX,
HBIN CreHepMPOBaHHbBIX CEPBEPOM.
. Obsi3aTenb
tppMessages.category||String - Karteropus coo6menust (ERROR, WARNING).
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HasBanne Tun |YcoroBue OnucaHue
_ O6si3aTenb
tppMessages.code String il Kop omm6ku (Hanpumep: FORMAT_ERROR).
tppMessages. text String O6s3arensb |[TogpoGHoe omucaHMe OWMOKYM (HaIpuMep:
) HBI "Invalid IBAN format").
OnuynoHan
tppMessages.path String Hu YKasplBaeT TOYHOE€ MeCTO BO3HMKHOBEHUS
bHBIN OIIMOKM.

Parametrii cashAccountType (exemple conform ISO 20022):

Kog |Onmmucanue

CACC|Tekymuii cuét (Current Account). VIcTrioib3yeTcs [Jist eXKelHeBHBIX OTEPALIMiA.

SVGS |C6eperaTenbHbIii cuéT (Savings Account). Vcrionp3yeTcst 171s1 HAKOTUIEHUSI CPeZCTB.

CASH

Hanuaueiit cuét (Cash Account). Viconb3yeTcst A1t OTpaskKeHUST HATMYHBIX CYETOB,
KOTOpbIe He SIBJISIIOTCS IBHO «TEKYIIMMM» UIIN «COeperaTeIbHbIMM».

TDEP

Cuét cpounoro gemo3uta (Term Deposit Account). Vicmosb3yeTcs sl AEMO3UTHBIX
CYeTOB C PUKCUPOBAHHBIM CPOKOM.

LOAN|KpenutHbiii cuét (Loan Account). CueT, MCITOJIb3yeMBbI IS YIIPaBJIeHUST 3aiiMaMM.

SLRY |CueTa 1151 BBITUTATHI 3apaboTHOI 11atsel (Payroll Accounts).

Meron: Read account details

Tun metopa: GET /vl/accounts/{account-id}

Onmucanme: OTO0T MeTOof mo3BosAeT TPP momyuyuTs geTanm KOHKpeTHOro cyéra PSU,
uaeHTUduIypyemoro no accountld. Bo3BpamjaeMble faHHbBIe BKIIIOYAIOT OCHOBHYIO
MHPOpPMaLMIO O CYéTe, TaKylo Kak IBAN, BasroTa 1 fipyrue peeBaHTHbIE CBeJEeHVS.
OTOT MeTOJ, SB/ISIeTCS KIIIOYeBbIM [JISl IMPeZOCTaBIeHUS YCIYr II0 OOCTYIIY K

nHdopMaumu o cuérte (AIS).

[TPP]| Path Parameters:

HasBaumue Tun Vcnosue OnmucaHue
. . O6s13aTeNbH | VHUKaIbHbIN MAeHTUMUKATOP CYETa
account-id  ||String - S ¢ p ’
bIN IIPMCBOEHHBIN Yepe3 resourceld.
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[TPP] Query Parameters:

Ha3BaHue

Tun

YcioBue

Onucauue

withBalance

Boolean

HbBIN

OmninoHasIb

Ecniu mapameTp BKIIIOYEH, OH [OJIKEH VIMETh
3HaueHMe true wmiu false. Ecam mapamertp
YCTAHOBJIEH B true, ()yHKUMSI BEpPHET CIMCOK
JOCTYIIHBIX IUIAaTEXKHBIX CYETOB, BK/IIOYas
6asaHC cyéTa, B TOM Mepe, B KaKOM 3TO OBLIO
paspelueHo PSU uepes coriacue U JOCTYIIHO CO
cTopoHbl ASPSP. Eciiu rmapamMeTp YCTaHOBJIEH B
false mnm He mpenocTaBieH, CIIMCOK CYETOB
BO3Bpalraercsi 6e3 6asaHCoB.

[TPP] Request Header Parameters:

Signature

HasBanue |[Tun Ycnosue Onucanune
X- -~ -~
Request- |[UUID OGs13aTeTbHbLI VHIMKa/JIbHBIN ID, co3JaBaeMbIi TPP OISt
ID UAEeHTU@UKaLUM 3aIpoca.
Consent- . . i
String  ||06s3aTenbHbIt VYHUKaJIbHbIM ~ WAEHTUPUKATOp  COrJlacusl, Ha
ID OCHOBaHMM KOTOpOro TPP MMeeT JOCTYII K cYeTaM.
PSU-IP- . . -
String | O6s3aTenbHbIT IP-agpec PSU. B ciryyae BbI30oBa 6e3 ygactuss PSU TPP
Address yka3sbiBaeT 0.0.0.0.
PSU- YHuKanbHbIN ID ycTpoincTBa, ucnonbsyemoro PSU. B
Device-ID String  ||0gg3aTenbHbLIi CIydae BbI30BA 6e3 yuactus PSU TPP ykasbiBaeT no-
psu-involved.
PSU- HasBanme/mopenb (06Ijasi) yCTpPOMCTBa, ¢ KOTOPOTO
Device- |String |O6s3aTenbHbIN |mogkmtouaercss PSU. B crydae Bpi3oBa 6e3 yuactuss PSU
Name TPP yka3sbiBaeT no-psu-involved.
PSU-Geo- ' 3 l'eorpadpuueckoe MeCTONOJIOKeHUe, IMepefaHHoe B
Location String  ||OnuMoHanbHbIN|(cooTBeTCTBYIOIEeM HTTP-3anpoce mexay PSU u TPP,
€CJIV OHO JJOCTYITHO.
Date Datetime||O6s13aTenbHbIN |[JaTa 1 BpeMs BbiTToTHeHMSs 3amrpoca (RFC 7231).
String  ||O6s13aTenbHbIN |p
Digest K/JIIOYAeTCsl TOJbKO B (JIy4ae, e€CIM 3JIeMEHT
«Signature» MpMUCYTCTBYeT B 3aroJIOBKe 3aIpoca.
String  ||O6s13aTe/IbHbIN

ITopmmcanme 3anpoca TPP Ha ypoBHe IIPUIIO>KEHNS.
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Ha3Bauwue | Tun Vcnosue Onucauue

TPP- String  |O6s3arenpublii |CepTudnKar, MUCIOAb3YEeMbI [JIs IMOANVCAHUSA
Signature- 3ampoca, B KogupoBKe base64. [loikeH OBITh
Certificate BKJIIOYEH, €C/IM MMeeTCSI IOAIINCH.

[TPP] Request Header Sample:

GET htttps://api.provider.com/vl/accounts/acc-123456789

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Consent-ID: d6f9b8f4-4b10-4b9e-933b-ff9a24b5641f

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5NMpJWZG3hSuFU=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD?”, algorithm="rsa-sha256",

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkqhkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEAZKzT+132ygAqDdZVIKYtDKWVZT7y
SP54ZXgH8dEUM6d9fKhs6DFiM9D05sIDDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkkXg+FXWmZTf12AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY
7AkDPylQtD/kTxMo+4toD+oLlo7mDs/qghvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidgk9iYxeAw
TbF7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0
ZSczX4rh7tBf3rc5BC+MBulLKgg1PvOWgfWHi5BQ=="

[ASPSP] Response Header sample:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

[ASPSP| Response Body Sample (Success - 200 OK):

{
"resourceld": "acc-123456789",

"iban": "MD21AAA000000022553456789",

"currency": "MDL",
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"product": "Cont Curent",
"cashAccountType": "CACC",
" links":{
"balances": {
"href": "/vl/accounts/ acc-123456789/balances"
2
"transactions": {

"href": "/vl/accounts/ acc-123456789/transactions"

}

}

[ASPSP] Response Body Sample withBalance (Success - 200 OK):

{
"resourceld": "acc-123456789",

"iban": "MD21AAA000000022553456789",
"currency": "MDL",
"product”: "Cont MDL",
"cashAccountType": "CACC",
"balances": |
{
"balanceType": "interimAvailable",
"balanceAmount": {
"currency": "MDL",
"amount": "99999.99"
3
"lastChangeDateTime": "2024-08-25T00:00:00Z"
}
],
"_links": {

"transactions": {
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"href": "/v1/accounts/acc-123456789/transactions"

}

}
}
[ASPSP| Response Header Parameters:
Ha3sBaHue|Tun YcioBue OnucaHue
X- ~ -~
Request- [UUID O6sI3aTeTbHbII YHUKanbHbIN ID, co3gaBaembin TPP niis
D MAeHTU@UKaLUM 3aIpoca.

[ASPSP| Parameters of Success Response:

HasBaHue Tun |[YcioBue OnucaHue
. _||O6s13aTenbHBIN |YHMKaIbHBIN UAEHTUPUKATOP,
resourceld String - M
CBSI3aHHBIN C KOKIBIM CUETOM.
iban String||O6si3aTenbHblN (IBAN cuéra.
currency String |O6s13aTenbHBIN |BamroTta cuéta (HanmpumepMDL, USD).
product String O6si3aTenbHbIN || TUII TPOAYKTA, CBSI3aHHOTO CO CYETOM
(Hanmpumep Current Account).
O6s3aTenbubiit |[Tun cuéra (wampumep, CACC gnsg
cashAccountType String TEKYIIEro C4éTa, SVGS JIJIST
cbeperaTesIbHOTO CYETA).
Ob6s3aTe/IbHBIN .
balances Array (... . Crycok 6as1IaHCOB, CBSI3aHHBIX CO CYETOM.
(if withBalance)
. _||O6s3aTenpHbIN || Tun 6asaHca (Hampumep
balanceType String||,.. . . . .
(if withBalance) |interimAvailable, expected).
. O6s13aTe/IbHBIN .
balanceAmount Object|.. . ITogpo6HOCTM O CYMMe Ha CuéTe.
(if withBalance)
. ||O6sa3aTenpubIit .
balanceAmount.currency|String| . . . BastoTa cuéra (Hanpumep MDL, USD).
(if withBalance)
. ||O6sa3aTenpubIit .
balanceAmount.amount |String| .. . JlocTyIHast CyMMa Ha cuéTe.
(if withBalance)
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HasBanne Tun |Ycrosme Onucanue
.__||O6s13aTenbHBIN
lastChangeDateTime String| > lata ¥ BpeMs MOC/eJHEro M3MeHeHUs
(if withBalance) ||6amaHca.
OnuMoHaibHBIN|[YKa3bIBaeT MOCIeAyIOIe MIary, KOTopble
_links Object MOIYT  OBITb  BBINOJIHEHBI  4epe3
MHTepdeC.
[ASPSP] Response Sample (Error - 400 Bad Request):
{
"tppMessages": [
{
"category": "ERROR",
"code": "CONSENT_INVALID",
"text": "The consent provided is invalid or expired.",
"path": "string"
}
]
}
[ASPSP] Parameters of Error Response:
HasBaHue Tun |YcoioBue  ||OnmmcaHume
O6s3arend |Crmcok COOGIIeHMIA 06 ommobKax,
tppMessages Array .
HBIN CTeHepMPOBaHHbBIX CEPBEPOM.
. O6si3aTenb
tppMessages.category||String - Kareropus coo6menus (ERROR, WARNING).
, O6si3aTenb
tppMessages.code String N Kop ommm6ku (Hanmpumep FORMAT_ERROR).
) Obsi3aTenb .
tppMessages. text String t Fogp96Hoe onmcarll'ne ommubky (Hampumep:
HBI Invalid IBAN format").
. OnmyoHas |Yka3piBaeT TOYHOE MECTO BO3HMKHOBEHWS
tppMessages.path String

bHBIN

OLIMOKMN.
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Meron: Read Balance

Tun metoga: GET /v1/accounts/{account-id}/balances

Onucauue:

Otor M™MeTon mo3Boiaser TPP momyumTh 6asaHCHI,

CBA3aHHbIE C

KOHKPEeTHBIM CYETOM, MAeHTuduumpyeMbIM 1o accountld. Bo3Bpalaemble JaHHBIe
BK/IIOYAIOT [JIOCTYIIHble OasaHchbl, Oyxranrtepckmue 6amaHcbl (booked) m mpyrume
CBeZleHMsI, CBsI3aHHble C 6Ga/laHCOM C4YéTa. DTOT MeTO[ SIBJISIeTCSl KJII0YeBBIM I
MIpe0CTaB/IeHUS YCITIYT IO AOCTYIY K MHpopmatmm o cuéte (AIS).

[TPP] Path Parameters:

HasBaHue Tun Ycnosue Onucanue
) ) Ob6s13aTenbH ||YHUKAIBbHBIN MAEeHTUDUKATOP CUET],
account-id  ||String - .
BIN IIPMCBOEHHBIN yepes resourceld.

[TPP] Request Header Parameters:

HasBanue |Tun Ycnosue Onucanue
X- ~ ~
Request- ||UUID 065133 TeTBHbLII YHMKAJIbHBIN ID, CO3JaBaeMbIi TPP OISt
D MAEeHTU@UKaLUM 3aIpoca.
Consent- . - 7
String | O6s3aTenbHbIT VHUKA/IbHBI  MOEHTUPUKATOP  COIJIacus, Ha
ID OCHOBaHMM KoToporo TPP uMeeT moCTyII K cyeTam.
PSU-IP- ) - -
String  |O6st3arenbrbIit IP-agpec PSU. B ciyyae BbI30Ba 6e3 yyactust PSU TPP
Address ykasbiBaet 0.0.0.0.
PSU- YHUKanbHbIN ID ycTpoiicTsa, ucnonbsyemoro PSU. B
Device-ID String  |OnuMOHaIbHbIN|cTydae Bbi3oBa 6e3 yuactus PSU TPP ykasbiBaeT no-
psu-involved.
PSU- HasBaume/mognenp (0611as) yCTPOCTBA, C KOTOPOTO
Device- |String |O6sa3aTenpHbl |[mogkiarodaercst PSU. B ciydae Bbi3oBa 6e3 yuactust PSU
Name TPP ykasbiBaeT no-psu-involved.
PSU-Geo- . ) ['eorpadmueckoe MeCTOIIOJIO>KeHMe, IlepeJaHHOe B
Location String  ||OniMoHanbHbIN|(cooTBeTCTBYIOIEeM HTTP-3ampoce mexxay PSU u TPP,
eCJIY OHO AOCTYIIHO.
Date . ||O6si3aTenbHBIN |[JaTa M BpeMs BeIIoHeHMs 3ampoca (RFC 7231).
Datetime
Digest String | O6s3aTenpHbIit BK.)'IIO‘-IaeTCH TOJIBKO B Cy4ae, €eCIM 3Je€MeHT
«Signature» MpMUCYTCTBYeT B 3arojIOBKe 3aIIpoca.
Signature ||String ||O6s3aTenbHbIN ||[Tommncanme 3ampoca TPP Ha ypoBHE MPMITOSKEHMS.
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Ha3Bauwue | Tun VciioBue Onucauue

TPP- CepTudmKaTt, WUCIOIb3yeMbIM [JsI NOANMCAHUS
Signature-||String  ||O6s3aTenbHBIN |[3aIIpoca, B KOOMPOBKe base64. [omkeH OBITH
Certificate BKJIIOYEH, €C/IM MIMeeTCsI IOAIINCh.

[TPP] Request Header Sample:

GET https://api.provider.com/vl/accounts/acc-123456789/balances
X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Consent-ID: d6f9b8f4-4b10-4b9e-933b-ff9a24b5641f

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5SNMpJWZG3hSuFU=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256",

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEAzKzT+132ygAqDdZVKYtDKWVZT7y
SP54ZXgH8dEUM6d9fKhs6DFiM9D05sIDDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkkXgq+FXWmZTf12AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY
7AkDPylQtD/kTxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidqk9iY
xeAwTbF7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDb
f6zA0ZSczX4rh7tBf3rc5BC+MvOWgfWHi5BQ=="

[ASPSP] Response Header sample:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

[ASPSP] Response Body Sample (Success - 200 OK):

{

"account™: {

"iban": "MD21AAA000000022553456789"

"balances": |
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{

"balanceType": "interimAvailable",
"balanceAmount": {
"currency": "MDL",
"amount": "1000.00"
3
"lastChangeDateTime": "2024-09-11T12:34:56Z"
3
{
"balanceType": "expected"”,
"balanceAmount": {
"currency": "MDL",
"amount": "200.00"
b
"lastChangeDateTime": "2024-09-10T15:00:00Z"
}
]

}

[ASPSP] Response Header Parameters:

Ha3Banue||Tun YcimoBue OnucaHnue

X- ~ -~
Request- [UUID O6sI3aTeIBHbII YHuKanbHbIM ID, co3gaBaembin TPP s
b UAeHTU(UKaLUM 3aIpoca.

[ASPSP] Parameters of Success Response:

Ha3BaHue Tun |Ycrosue Onucanue
balances Array ||O6s13aTenbHBIN|CIIMCOK 6aTaHCOB, CBSI3aHHBIX CO CUETOM.
. TeTbHBIN| TUT Hca (Hampumep interimAvailabl
balanceType String Ob6si3aren 6asaHca (HampuMmep inte vailable,
expected).
balanceAmount Object||O6s13aTenbHBIN|[[IOAPOOHOCTH O CyMMe Ha CUéTe.
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Ha3BaHue Tun |[YciroBue

Onucauue

balanceAmount.currency||String

O6s13aTe/IbHBIN

BasnoTa cuéra (Hampumep MDL).

balanceAmount.amount ||String

O6s3aTenbHbIN||[IOCTyIHast CyMMa Ha CuéTe.

lastChangeDateTime String

O6si3aTenbHblN||[laTa ¥ BpeMsl TOCAeOHETO0 M3MeHEeHUS

6ayaHca.

[ASPSP] Response Sample (Error - 400 Bad Request):

{
"tppMessages": [
{
"category": "ERROR",
"code": "CONSENT_INVALID",

"text™: "string",

"path": "string"

}
]
}
[ASPSP] Parameters of Error Response:
HasBaHue Tun |YcoioBue  ||OnmmcaHume
O6s3arend |Crmcok COOGIIeHMIA 06 ommobKax,
tppMessages Array .
HBIN CreHepMPOBaHHbBIX CEPBEPOM.
. O6si3aTenb
tppMessages.category||String - Kareropus coo6menust (ERROR, WARNING).
, O6si3aTenb
tppMessages.code String N Koz omm6ku (ex: FORMAT_ERROR).
) Obsi3aTenb
tppMessages. text String t Fogp96Hoe OHI/IC&P:]/IG omn6ku (Hampumep
HBI Invalid IBAN format").
. OnuyoHasn YkaspiBaeT TOYHOE MECTO BO3HMKHOBEHMS
tppMessages.path String -
bHBIN OIIMOKMN.
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Meron: Read transaction list of an account

Tun metoga: GET /v1/accounts/ {account-id}/transactions

OnucaHue: DTOT MeTOZ 103BoJisseT TPP momy4nTh CNIMCOK TPaH3aKLU UM, CBSI3aHHBIX C
KOHKPETHBIM C4éTOM, WuIAeHTUUIMpyeMbiM 10 accountld. Bo3Bpamjaemsbie
TPaH3aKIUM BKIIOYAIOT KakK mpoBenéHHbie (booked), Tak u oxkumaromne (pending)
TPaH3aKUMM. DTOT METOZ, SIBJISIETCSl K/IIOYEBBIM JJisl INpefoCTaBIeHUsI YCIyT II0
IOoCTyIy K MHpopMauyuu o cuéte (AIS).

[ ompenesieHMsI TUIIA IIaTe’Ka, SIBJISIETCS JIM OH BXOASIINM (TIOCTYIIEHME) VN
VICXOASAIIVIM (COBEpIIEHHDIN IUIATEX), MCIIOIb3YeTCs CeAyomasi MHGOPMaLVs:

o Hamuume mons creditorAccount - MCXOOAMINI TUIATEX (OEHBIM YXOAAT K
KpeauTOopy) - TIaTéx Tuma Debit

o Hannume mons debtorAccount - BXOASIIMI IUIATEX (DeHBIM MNPUXOOAT OT
nebuTopa) - IIaTéx tuna Credit

[TPP] Path Parameters:

Ha3zBaHue Tun Ycnosue Onucauue

YHUKa/JIbHBIN UAEHTUMUKATOP CUETa,

account-id  ||String Ob6s13aTenbHbIN .
IIPMICBOEHHBIN yepe3 resourceld.

[TPP] Query Parameters:

Ha3Bauue Tun VcioBsue OnucaHue

JlaTa Havasa pjasi QUIbTpaUuy TpPaH3aKLUN

dateFrom ISODate|OmnIIMoHaIbHBIN
(dpopmar: YYYY-MM-DD).

JlaTa OKOH4YaHUSA Oj1s1 GUIbTPALUM TPaH3aKLUN

dateTo ISODate||OmnIiMoHaIbHBIN
(dpopmar: YYYY-MM-DD).

CraTyCc TpaH3aKIIMI, KOTOpble [O/KHBI OBIThH

bookingStatus|Stri 06 7
ookingstatus) String FATEIbHbN Bo3BpauteHsl (booked, pending vnu both).

Ecnu 3HaueHue YCTaHOBJIEHO B true, OTBeT TaKXKe

withBalance |Boolean|OmnumoHanbHbIN -
OyAeT BKJIIOYATh O6asIaHC CYéTa.

[TPP] Request Header Parameters:

Ha3Baumue |[Tun |YcioBue OnucaHue
X-

_ || YHUKaJIbHBIN ID co3JaBaeMBbIi1 TPP it
Request- |[UUID ||O6s13aTenbHbIN ’ A A
D UAeHTU@UKaLUY 3aIpoca.
Consent- VHUKaJIbHBIV UAEHTUMUKATOP COTJIacKsl, HAa OCHOBAaHUM

String|O6s13aTeIbHbIN
ID KoToporo TPP mMeeT JOCTYII K CYeTaM.
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Ha3Bauwue |Tun |[YcioBue Onucauue

PSU-IP- -
String|O6s3aTenbHbIt IP-ampec PSU. B cinydae BbI3oBa 6e3 ydactust PSU TPP

Address ykasbiBaet 0.0.0.0.
PSU- YHuKanbHbiM ID ycTponcrsa, mcrnonb3yemoro PSU. B

. String|0gsasaTenbubiii ||CTY4ae Bbi3oBa 6e3 yuactust PSU TPP ykaspiBaeT no-psu-
Device-ID .

involved.

PSU- Haspanme/monenp (001ast) YCTPOWCTBA, C KOTOPOTO
Device- |String|O6s3aTenbHbI |mogkaodaercs PSU. B caydae Bbi3oBa 6e3 yuactus PSU
Name TPP yka3sbIiBaeT no-psu-involved.
PSU-Geo- l'eorpadpmueckoe MeCTOIIO/IOKEHME, IIepeJlaHHOe B

String||OnumoHanbHbIV| cooTBeTcTBYIOMEM HTTP-3ampoce mexay PSU u TPP,

Location
€CJIVL OHO JOCTYIIHO.
Date String||O6s13aTenbHbIN |[JaTa ¥ BpeMsI BBITIOJTHEHMSI 3aITpOCa.
. . . |[BRiIrouaeTcs TOJIBKO B cIy4ae, eCjiM 3JIieMeHT «Signature»
Digest String||O6s13aTebHBIN yHae, g

MIPUCYTCTBYET B 3ar0JI0BKe 3aIIpoca.

Signature ||String||O6si3aTenbHbIN ||[Tomnncanme 3ampoca TPP Ha ypoBHe pMIIOsKeHNS.

TPP- CepTuduKar, UCIIOIb3yeMbIN [IJIs1 IO CAHMS 3aIIPOCa,
Signature-|String|O6s3aTe/IbHbBINA B KOAMPOBKe base64. o/i’KeH G6bITh BKIIOYEH, eC/IN
Certificate MMeeTCs IOATICE.

[TPP] Request Header Sample:

GET / https://api.provider.com/vl/accounts/acc-123456789/transactions?dateFrom=2024-01-
01&dateT0=2024-09-01&bookingStatus=booked

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Consent-ID: d6f9b8f4-4b10-4b9e-933b-ff9a24b5641f

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5SNMpJWZG3hSuFU=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256",

headers="digest date x-request-id”,

signature="Base64(RSA-SHA256(signing string))”
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TPP-Signature-Certificate:
"MIIBIjANBgkqhkiG9wOBAQEFAAOCAQ8AMIIBCgKCAQEAZKZT+132ygAqDAZVIKYtDKWVZT7y
SP547ZXgH8dEUM6d9fKhs6DFiM9Do5sIDDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8Mjbbjff7cDwWDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkkWmZT{I2AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY7AkDP
ylQtD/kTxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidgk9iYxeAw
TbF7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0
ZSczX4rh7tBf3rc5BC+MvIWgfWHi5BQ=="

[ASPSP] Response Header sample:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Content-Type: application/json

[ASPSP] Response Body Sample (Success - 200 OK):

{

"account": {
"iban": "MD21AAA000000022553456789",
"currency": "MDL"
,
"transactions": {
"booked": |
{
"transactionld": "tx-123",
"creditorName": " Ion Popescu ",
"creditorAccount": {
"iban": "MD21AAA000000022553456789"
I3
"transactionAmount": {
"currency": "MDL",
"amount": "500.00"
2
"bookingDate": "2024-09-01",
"valueDate": "2024-09-01",

"remittancelnformationUnstructured": "Plata Factura 123"
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"transactionld": "tx-1234",
"debtorName": "Petru Popescu”,
"debtorAccount": {
"iban": "MD32AAA000000022663456789"
3
"transactionAmount": {
"currency": "MDL",
"amount": "2500.00"
I3
"bookingDate": "2024-09-15",
"valueDate": "2024-09-18",

"remittancelnformationUnstructured": "P2P"

}
],
"pending": |
{
"transactionId": "tx-456",
"creditorName": " Ion Popescu ",
"creditorAccount": {
"iban": "MD21AAA000000022553456789"
I3
"transactionAmount": {
"currency": "MDL",
"amount": "200.00"
2
"valueDate": "2024-09-01",

"remittanceInformationUnstructured": "Plata Factura 123"
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}
}

[ASPSP] Response Body Sample withBalance (Success - 200 OK):

{

"account": {
"iban": "MD21AAA000000022553456789",
"currency": "MDL"
,
"transactions": {
"booked": [
{
"transactionId": "tx-123",
"creditorName": "lon Popescu”,
"creditorAccount": {
"iban": "MD21AAA000000022553456789"
I3
"transactionAmount": {
"currency": "MDL",
"amount": "500.00"
I3
"bookingDate": "2024-09-01",
"valueDate": "2024-09-01",

"remittancelnformationUnstructured": "Plata Factura 123"

]
h

"balances": |

{

"balanceType": "interimAvailable",
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"balanceAmount": {

"currency": "MDL",

"amount": "99499.99"

3
"lastChangeDateTime": "2024-09-01T12:00:00Z"
}
]
}
[ASPSP| Response Header Parameters:
Ha3saumue |Tun Yciosue Onucanmne
X- ~ ~
Request- ||UUID 065133 TeTBHbLII YHUKaJIbHBIN ID, CO3JaBaeMbIN TPP OISt
D MAeHTU(UKaALUM 3aIpoca.
Content- . - -
String OGs13aTeTbHbLI VKa3.bIBa'.ET, 4o dopmar Tesma - oTBeTa
Type application/json.
[ASPSP] Parameters of Success Response:
Ha3BaHue Tun VcinoBue Onucanme
Ob6si3atenbHbill|IHpoOpMausa o CcuéTe,
account Object CBSI3aHHOM C
TPaH3aKLVISIMU .
account.iban String O6s3aTenbHbli|IBAN cuéTa.
account.currency String O6si3aTenbHbIl||BanioTa cuéTa .
O6si3aTenbHbIN||IHPOpMaL s 0
transactions Object TPaH3aKLMSAX u3
IapaMeTpoB 3aIpoca.
. O6sa3arenpublii|[IpoBenéHHbIE
transactions.booked Array POBEA
tTpan3akuuu (booked).
) ) O6sa3aTenbHbIN||OKUIaone
transactions.pending Array .
TpaH3akuuy (pending).
O6s13aTeTbHBIN|| YHUKATBHBIN
transactionld String UAeHTUPUKATOP
TPaH3aKLVN.
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Ha3Baumue Tun Yciosue Onucanmne
bookingDate String O6si3aTenbHbIN||[JaTa perucrpauumn
TPaH3aKLUN.
valueDate String O6si3arenbHbI||[JaTa COBepILIeHNs
TPaH3aKLUN.
transactionAmount Object O6si3atenbHbil||COLEPKUT  CYMMY U
Ba/IIOTy TPaH3aKLUN.
transactionAmount.currency String O6s13aTenbHBIN||BasioTa TpaH3aKLI M.
transactionAmount.amount String O6s3aTenbHbIN|CyMMa TpaH3aKLIMA.
. Strin O6s13aTenbHBIN
creditorName & . VMs kpeguTopa.
Max70Text |(ecu Debit)
O6s13aTenbHBIN
. ) ecnu Debit n .
creditorAccount Object ( CuéT KpeguTopa.
NIPMHAAJIEKNUT
ASPSP)
O6s13aTenbHBIN
. . . (ecsii Debit n
creditorAccount.iban String IBAN kpenuTopa.
MIPMHAJIEKUT
ASPSP)
. O6s13aTenbHBIN
debtorName String ) ms nebuTopa.
(ecnu Credit)
O6s13aTeTbHBIN
. eciu Credit n .
debtorAccount Object ( CuéTt nebuTopa.
TIPUHAJIEKUT
ASPSP)
O6s13aTenbHBIN
. . (ecut Credit u
debtorAccount.iban String IBAN pme6uTopa.
MIPUHAJIESKUT
ASPSP)
Stri O6s13aTeTbHBIN
tring
HecTpyKTypupoBaHHast
MHpopMaLuys O IUIaTeXKe
) . ) q Max420Text (Hanpumep, neTanu
remittancelnformationUnstructure [0-9a-ZA- c4éTa-aKTypbI). Ecmu
Z/\- ASPSP IpemoCTaBIsieT
\ZACD\,\+ TaKylo WMHOpPMaLUIO B

11,35}

CBOEM TIIPWIOKE€HUM, OH
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Ha3BaHue Tun YcioBue Onucanne
00s13aH MTPeJO0CTAaBUTD €€ 1
TPP.
O06s13aTe/TbHBIN
(ecnm Crmcok OaIaHCOB,
balances Array B
COLEep>KUT CBSI3aHHBIX CO CYETOM.
withBalance)
O06s13aTe/TbHBIN
( Tun 6GasmaHca (Hampumep
) e . . .
balanceType String interimAvailable,
COACPHIT expected)
withBalance) P '
O06s13aTe/TbHBIN
) ecnn [Togpo6HOCTH O CYMMe Ha
balanceAmount Object ( _,ﬂp ¥
COZEeP>KUT cuére.
withBalance)
O06s13aTe/TbHBIN
) ecnu BanwoTa cuéTa (Harmpume
balanceAmount.currency String ( (Hamp P
COZLEeP>XKUT MDL, USD).
withBalance)
O06s13aTe/TbHBIN
) ecun
balanceAmount.amount String ( 'Ho,_CTVHHaH CymMma - Hd
COLEP>KUT cuére.
withBalance)
O6s13aTe/TbHbBIN
. . ecnn
lastChangeDateTime String ( flaTa v Bpemst MoC/IeNHero
COZEeP>KUT M3MeHeHMsI balaHca.
withBalance)

[ASPSP] Response Sample (Error - 400 Bad Request):

{
"tppMessages": |
{
"category": "ERROR",
"code": "FORMAT_ERROR",

"text": "string",

"path": "string"
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]

}
[ASPSP| Parameters of Error Response:
Ha3sBaHue Tumn Ycnosue Onmucanmne
O6s3aTenb (Cnmcok COOBILIEeHMIA 06 omM6Kax,
tppMessages Array -
HBbIN CreHepUpPOBAaHHbBIX CEPBEPOM.
: Ob6si3aTenb
tppMessages.category||String - Kareropus coo6mennst (ERROR, WARNING).
) Ob6s3aTenb
tppMessages.code String i Kop omm6ku (Hanpumep: FORMAT_ERROR).
tppMessages. text String O6s3arenb |[Jogpo6GHOe omucaHMe OUWIMGKM (HampuMep:
’ HBI "Invalid IBAN format").
OnuyoHan
tppMessages.path String Hv YKasplBaeT TOYHOe€ MeCTO BO3HMKHOBEHMUS
bHBIN OIIVOKM.

3. Payments Endpoint

Meron: Payment initiation

Tun metoga: POST /vi/{payment-service}/{payment-product}

Onucanme: DTOT MeTOJ, UHULIMMPYeT IUIAaTEX B 3aBUCHMMOCTY OT BBIOPAHHOTO THUIIA
IIPOZYKTa, KOTOPBIM B HaCTOsIlllee BpeMsl BKJ/IIOUaeT BHYTPEHHME UM MIHOBEHHBIE
TUTaTeXXU, Onpee/IéeHHble HAllMOHAIbHOM cxeMoi Pecriybnuky MomzmoBa. Kaskzbii
TUII TUTaTe’Ka YKa3bIBaeTcs yepes {payment-product}.

[TPP] Path Parameters:

HasBaHue Tun Ycnosue Onucanme
payment- Strin O6s3arenbH |Tun  maaTéxXHOM  ycayrum  (MOKeT  OBITh:
. 1 . . g
service & B payments, bulk-payments, periodic-payments).
Tun wcrnonb3yeMoro MPOAyKTa (HampuMme
payment- _ O6s13aTenbH . Y pony ( .p P
String - domestic-credit-transfers-md  sau  instant-
product BIN )
credit-transfers-md).
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[TPP] Request Header Parameters:

Ha3ssaunme |Tun Vciosue Onucanmne

X-Request- VHuKaapHbil 1D, cosmaBaembit TPP  mna

ID UUID O6s3aTeTbHBIN uaeHTUGMKaUMM  3ampoca. O6si3aTesneH IS
IIpOBEPKYU YHUKaIbHOCTU ASPSP.

Content- . - e e

type String  ||O6s13aTenpHBIN ([YKa3biBaeT (popmar Tena 3ampoca — application/json.

PSU-IP-

Strin O6si3atenbHbIN ||[P-agpec PSU.
Address & gl
PSU- . Ob6s13aTeTbHBIN . .
) String YHUKanbHbIN ID ycTpoyicTBa, ucronb3yeMmoro PSU.
Device-ID
PSU- -
. . . |Ha3Baume/mogenp (06111ast) yCTPOCTBA, C KOTOPOTO

Device- String  ||O6s13aTenbHbBIN
noakarodaercs PSU.

Name

PSU-Geo- ||Geo -

. . O6si3atenbHblll ||[['eorpadmueckoe nosjgoxkeHme PSU.

Location Location

TPP-

Redirect- ||String O6sI3aTeIBHbII URI gna mnepeHampasBieHuss K TPP  mocie
3aBeplIeHMs COIIacusl.

URI

TPP-Nok-

Redirect- |String |OnumonanbHBIN||[URI A1 IepeHanpaBieHMs B CJIy4yae OMIMOKNA.

URI

Date Datetime|O6s13aTenpHbBIN |[[JaTa ¥ BpeMs BbITToTHeHMs 3arpoca (RFC 7231).

Digest String  |O6s3aTenbrbIit BK.JIIO‘-IaETCH TOJIBKO B CjIy4ae, eCJIy 3JIeMeHT
«Signature» IpUCYTCTBYeT B 3arOJIOBKe 3aIIpoca.

Signature |String ||O6s3aTenbHbll |[lognycanue 3anpoca TPP Ha ypoBHe NPMIOKeHUS.

TPP- CepTuduMKar, MCHOOAB3YeMBbIN s MOAMNMCAHUSI

Signature- (String ||O6s3aTeNbHBIN |3ampoca, B KOAMPOBKe base64. [loisKeH GbITh

Certificate BKJIIOUEH, eC/IV MMeeTCS MTOAIICh.

[TpyMep MHMLIMALIMY TIJIaTeXKa Yepe3 NpoAyKT: domestic-credit-transfers-md

[TPP] Request Header Sample:

GET https://api.provider.com/vl/payments/ domestic-credit-transfers-md

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000
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Content-Type: application/json

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Geo-Location: GEO:47.046399;28.762064

TPP-Redirect-URI: https://tpp-example.md/redirect
TPP-Nok-Redirect-URI: https://tpp-example.md/redirect-failure

Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=i/AwfzfBZztOinT]q+ANgtvyxF4AukmQjGM+Ae+5Twhs=

Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256",

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkqhkiQEFAAOCAQ8AMIIBCgKCAQEAzKzT+I32ygAqDdZVIKYtDKkWVZT7ySP54ZXg
H8dEUM6d9fKhs6DFiM9Do5sIDDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7F6T5gqa
0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTxYm2Ccco
v]QJuyfwO7ICtVikkWmZT{I2AfQwvMFuPRTIxjDLDBMOwWDsYMBVBym8vSdzY7AkDPylQtD/k
TxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidqk9iYxeAwTbF7kZg
xXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0ZSczX4r
h7tBf3rc5BC+MvOWgfWHi5BQ=="

[TPP] Request body Sample:

{
"endToEndIdentification": "cc5a8022-5e71-460e-82fa-ab0be1997a5",

"instructedAmount": {

"currency": "MDL",

"amount": "1000.00"
3
"debtorAccount™: {

"iban": "MD12AA000001100032130935"
3
"creditorName": "Comerciant X",
"creditorld™ "2002002002002",

"creditorOrgld": "ABCDEFGHITABCDFD1212",
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"creditorCtryOfRes": "MD",

"creditorAccount": {

"iban™ "MD24AA000001100032130935"

h

"InstructionPriority": "NORM",

"remittancelnformationUnstructured": "Plata facturii #123"

}
[TPP] Parameters of body request:
HasBaHue Tun YcnoBue Onucanmne
O06s13aTeNbHBIN ||YHUKATbHBIN
el e Strin
endToEndIdentification & MACHTUPIKATOP
Max35Text miate>ka ot TPP gj1a ero
OTCIeXXVBAHMUSL.
debtorAccount Object OnuuoHanbHbIM||VIHPOpMaLIia O cuére
Ie6uTopa.
debtorAccount.iban String OnuumoHanbHBIN|[[BAN cuéta meb6uTopa.
. . O6si3atenbHbIN ||[CymMMma, Ha3HayeHHas
instructedAmount Object
[lJ1sI lepeBoJia.
. . O6s13aTenbHbIN |[BamioTa cuéTa
instructedAmount.currency String
(Hanpumep MDL).
instructedAmount.amount String Ob6si3aTenbHbIN ||[CyMMa IUIaTeXa.
. String O6s3aTenbHbIN ||IMs
creditorName
Max70Text Imojry4yaTesasi/Kpeanuropa.
O6si3aTenbHblNl |VigeHTUdUKATOP
_ String ToJyryqaTens
creditorld (IDNP/IDNO 179)4/1
Max35Text
UAEHTUPUKATOP
Hepe3NJeHTa).
OnuvoHanbHbIN|VIIeHTUPUKATOD
Stri IOPUANYECKOTO unia
. tring (LEI) — yHuKanbHbIN 20-
creditorOrgld Max20Text CUMBOIBHBIIA
[A-Z0-9]

O6yKBeHHO-11M1(POBOI
KOJi, OCHOBAaHHBIM Ha
cragpapre ISO 17442,
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Ha3Baumue Tun Yciosue Onucanme
IIpUCBaMBaeMbIN
IOpUANYECKOMY JINILLY.
String O6s13aTenbHBIN K
creditorCtryOfRes Text [A- (I(SmO c;gg}%ﬂ oy HaTend
Z{2,2} '
creditorAccount Oject Ob6si3atenbHbil |[lHGoOpMaLusi o C4éTe
KpeaguTopa.
creditorAccount.iban String O6si3arenbHbiN ([IBAN cuéra KpemguTopa.
Ob6si3atenbHblN || Tun repeBoza C
yKasaHueM pexnma
repeBoJia.
instructionPriority String NORM - m1si OGBIYHBIX
IUIaTeXXen
URGT - pms cpodHBIX
IUIaTeKen
String OnuynoHaIbHO
Max420Text|(B cyqae A2A JOTIOTHUTEeTbHAS
[0-9a-zA- 06s13aTeIbHO CO N — o
remittanceInformationUnstructured CTOPOHBI pmMan -
Z/\- ASPSP) mwiatexxe  (CBOGOIHBIN
AN\ ' TeKCT).
1{1,35}

[TpyMep MHMLIMALIMY TIJIaTeXKa Yepe3 IPOAYKT: instant- credit-transfers-md

[TPP] Request Header Sample:

GET https://api.provider.com/vl/payments/ instant- credit-transfers-md

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

Content-Type: application/json
PSU-IP-Address: 192.168.0.10
PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

PSU-Geo-Location: GEO:47.046399;28.762064

TPP-Redirect-URI: https://tpp-example.md/redirect

TPP-Nok-Redirect-URI: https://tpp-example.md/redirect-failure

Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=+8pwEuPygqm1u33mO0YOLCSIsU8UhTgYDhMZhoi871rU=
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Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256”,

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkqhkiQEFAAOCAQ8AMIIBCgKCAQEAzKzT+I32ygAqDdZVIKYtDKkWVZT7ySP54ZXg
H8dEUM6d9fKhs6DFiM9Do5sIDDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7F6T5gqa
0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTxYm2Ccco
v]QJuyfwO7ICtVjkkWmZT{I2AfQwvMFuPRTIxjDLDBMOwWDsYMBVBym8vSdzY7AkDPylQtD/k
TxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidqk9iYxeAwTbF7kZg
xXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0ZSczX4r
h7tBf3rc5BC+MvOWgfWHi5BQ==",

[TPP] Request body Sample:

{
"endToEndIdentification": "d14c3e75-8a2f-4e93-b3ca-ec4fd7128b9e",

"instructedAmount": {
"currency": "MDL",
"amount": "1000.00"

,

"debtorAccount": {

"iban": "MD12AA000001100032130935"

,

"creditorAccount": {
"msisdn ": "37399000000"

,

"purposeCode": "201",

"remittancelnformationUnstructured": "Transfer P2P"

[TPP] Parameters of body request:
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Ha3Baumue Tun Yciosue Onucanme
Ob6s13aTennbHBIN ||YHUKATbHBIN
o Strin
endToEndIdentification & MAEHTMQUKATOD
Max35Text IUI1aTe)ka co cTopoHbl TPP
JIJIS1 OTCJIeKVIBAHMS.
debtorAccount Object OnunoHanbHbI|VIHPOpMauss o cyéTte
ZebuTopa.
debtorAccount.iban String O6si3aTenbHblil (IBAN cuéra ge6uropa.
instructedAmount Object O6s3arenbHblil |[CyMMa, YKasaHHasl mJist
repeBoja.
. . O6s13aTenbHblN |Bamiora cuéra (HanpuMep
instructedAmount.currency String
MDL).
instructedAmount.amount String O6si3aTenbHbll ||CyMMa IUtaTeska.
. . Ob6si3aTenbHblll |VIHPOpManMss o c4éTe
creditorAccount Object (opran
KpeauTopa.
creditorAccount.msisdn String Ob6si3aTenbHbil ||Alias cuéTa KpeguTopa.
O6ssarenbubiit ||Kog TCC COTJIaCHO
gokyMeHTauuu HBEM. B
purposeCode String HacroAimee BpeMsl
VICTIO/Ib3yeTCs TOJIBKO
TCC 201 gna  P2P-
TJIaTeXKe.
String
Max420Text| OnryoHaMbHBIIA| [omomHMTe TbHAS
remittancelnformationUnstructured||[0-9a-zA- MHPOPMaLys O mjaTexe
Z/\- (cBOGOIHBIN TEKCT).
N2\, \+
1{1,35}

[ASPSP] Response Header sample:

Content-Type: application/json
X-Request-ID: 123e4567-e89b-12d3-a456-426614174000
ASPSP-SCA-Approach: REDIRECT

Date: Wed, 11 Sep 2024 12:34:58 GMT

Location: “/v1l/payments/ domestic-credit-transfers-md/MD123456789”
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[ASPSP] Response Sample (201 Created):

{

"transactionStatus": "RCVD",
"paymentld": "MD123456789",
" links": {
"scaRedirect": {
"href": "www.mybankapp.md//authentication/ a7c3e9f8-1a44-4cd3-83ab-4£29d1f9e8c7 "
3
"self": {
"href": "/v1/payments/MD123456789"
I3
"status": {

"href": "/vl/payments/ MD123456789/status"

}
}
}

[ASPSP] Parameters of Success Response:

HasBaHue Tun |YciaoBue OnucaHue

transactionStatus||String||O6s3aTenbHBIN|CTaTyC TPAaH3aKLINUNA.

paymentld String||O6s13aTenbHBIN||YHMKAIbHbBIN UIAeHTU(UKATOP IUIaTeXa.

O6s3aTenbHbIN||CchUIKA HA AeTaIV MHUILIMUPOBAHHOM

_links String E——

[ASPSP] Response Sample (Error or Warning):

{
"tppMessages": [
{
"category": "ERROR",
"code": "FORMAT_ERROR',
"path": "string",

n,on

"text": "string"
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| )

[ASPSP| Parameters of Error Response:

Ha3BaHue Tun YcioBue Onucauue

O6s3aTenb |Cnucok coobueHmit 06 OmMbKaXx,

tppM A
ppriessages Y it CreHepMPpOBaHHBIX CEPBEPOM.
: O6s3aTenb
tppMessages.category||String - Kateropus coo6iennst (ERROR, WARNING).
_ O6si3aTenb
tppMessages.code String il Koz omm6ku (Haripumep: FORMAT_ERROR).

O6s3arens |[TogpoGHOe omucaHye OMMGKY (HalpuMep:

tppM .text Stri
ppMessages.tex M08 e "Invalid IBAN format").

OnumoHasn ||[YkaspiBaeT TOYHOE MECTO BO3HMKHOBEHMS

tppMessages.path String bHBIIT OTIMOKMU

Meron: Get payment information

Tun metoga: GET /vi/{payment-service}/{payment-product}/{paymentid}

Onmcanme: DTOT METOZ II03BOJIET IIPOCMOTPETDH MAEeTaiM WMHUIUMPOBAHHOTO
TJ1aTe’ka, MCIOJIb3ys YHMKaAbHBIN uaeHTUdMKaTop 1iatexka ({paymentld})) mis
YKa3aHHOTO TUIIA ITaTeXa ({payment-product}).

[TPP| Path Parameters:

Ha3BaHue Tun Yciosue Onucanme
payment- Stri O6s13aTenbH || TUI TUTATERHOM YCTYTH (MOSKET OBITH:
) rin - .
service & BIN payments, bulk-payments, periodic-payments).

Tum ncmoabp3yeMoro MpoAyKTa (HarmpuMmep

ayment- _ O6si3aTenbH ) ) )
pay String . domestic-credit-transfers-md sau instant-
product B )
credit-transfers-md).
: Obsi3aTenbH
paymentld ||String - NpeHTUdUKATOp MHULIMMPOBAHHOTO IIaTeXa.

bIN
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[TPP] Request Header Parameters:

HasBanue | Tun YcioBue Onucanne
X_ -~ -~
Request- |{UUID OGs13aTebHbLI YHukanbHbiN ID, co3maBaembin TPP gna
D UAaeHTU@UKaLUy 3arpoca.
PSU-IP- . . -
String  |O6st3arenbrbrit [P-anpec PSU. B cirydae Ber3oBa 6e3 yuactust PSU TPP
Address ykasbiBaet 0.0.0.0.
PSU- O6s13aTenbabni || FUK/IbHBIN ID yCTpOMCTBa, ncmonabp3yemoro PSU. B
. String cirydae Bb3oBa 6e3 ygactust PSU TPP ykasbiBaeT no-
Device-ID .
psu-involved.
PSU- Ha3BaHme/mogmenb (00111ast) yCTPOICTBA, C KOTOPOTO
Device- |String |O6s3aTenbHbl |mogkatodaercs PSU. B crydae BbI30Ba 6€3 ygacTus
Name PSU TPP ykasbiBaeT no-psu-involved.
PSU-Geo- ||Geo o - 5 l'eorpaguueckoe Melg;?rgonoerMe, nepenlleHG{oeTJ; .
. . NIVOHAJIbHBIN||COOTBETCTBYIOLIEM -3ampoce Me 171 ,
Location |[|[Location . VIO p KAy
€CJIVI OHO JOCTYIIHO.
Date Datetime||O6s13aTenbHbIN |[JaTa 1 BpeMst BeimtoTHeHMsT 3armtpoca (RFC 7231).
String  ||O6s13aTenbHBIN B
Digest KJIIOYaeTCsI TOJIBKO B CjIy4dae, eCIM 3JIeMeHT
«Signature» IpUCYTCTBYeT B 3ar0JIOBKe 3aIlpoca.
String  ||O6s13aTeNnbHBIN
Signature ITognucanme 3anpoca TPP Ha ypoBHe NIPUJIO>KEHMS.
TPP- String ||O6s3aTenpubiin |[CepTMGUKAT, UCIIOTH3YEeMBbIii IS MOACAHNS
Signature- 3arpoca, B KogupoBKe base64. [JomKeH GbITH
Certificate BKJIIOYEH, €C/IM MMeeTCSI IOAIINCH.

[TPP] Request Sample:

GET https://api.provider.com/vl/payments/ domestic-credit-transfers-md/MD123456789

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5SNMpJWZG3hSuFU=
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Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256”,

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkqhkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAzKzT+132ygAqDdZVIKYtDkWVZT7y
SP547ZXgH8dEUM6d9fKhs6DFiM9Do5s1DDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkKkWmZT{I2AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY7AkDP
ylQtD/kTxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidgk9iYxeAw
TbF7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0
ZSczX4rh7tBf3rc5BC+MvIWgfWHi5BQ==",

[ASPSP] Response Sample (200 OK) (domestic-credit-transfers-md):

{
"paymentld": "MD123456789",

"debtorAccount": {

"iban": "MD12AA000001100032130935"
,
"instructedAmount": {

"currency": "MDL",

"amount": "1000.00"
,
"creditorAccount": {

"iban": "MD24AA000001100032130935"
,
"creditorName": "Nume Beneficiar",
"remittancelnformationUnstructured": "Plata facturii #123",
"transactionStatus": "ACCP",
"transactionFees": {

"currency": "MDL",

"amount": "5.00"

}
}
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[ASPSP] Parameters of Success Response (domestic-credit-transfers-md):

Ha3Bauue Tun Yciosue Onucanme
Ob6s13aTennbHBIN ||YHUKATbHBIN
paymentld String UAeHTUPUKATOP
IIaTexKa.
transactionStatus String Ob6si3aTenbHbIl |TeKyLINI CTATYyC
IIaTexKa.
debtorAccount Object Ob6si3atenbHbilt ||CUET mebuUTOpa.
debtorAccount.iban String O6s3aTenbHblit ([BAN cuéra ge6uropa.
Ob6si3atenpbHbilt |[CymMMa, Ha3HaUYeHHast
instructedAmount Object [IJ1s T1aTeska (BajaroTa u
3HaUeHue).
String O6s13aTenbHbIN BatioTa caéTa
instructedAmount.currency
(Hanmpumep MDL).
String Ob6s13aTenbHbIN
instructedAmount.amount CymMMa miaresxa.
creditorAccount Object O6si3aTenbHbIN ||CYéT KpemuTopa.
creditorAccount.iban String O6si3aTenbHblil |IBAN cuéra KpeguTopa.
. Strin Ob6s13aTenbHbIN
creditorName & VImst oy daterns
Max70Text IIaTexxa.
String OnimMoHaabHBIN
Max420Text [loToTHUTE/IbHAS
remittancelnformationUnstructured||[0-9a-zA- MHpOpMaLs O
Z/\- TTaTexXe.
\?\CD\, "\
1{1,35}
transactionStatus String O6s3arenbHbll ||CTAaTyC IJIaTeXa.
transactionFees Object OnumoHanbHbIM|KoMuccum, c33513aHHbIe C
TpaH3aKILMen.
] . OnumoHaabHbINM|BasoTa KoOMUCCUU
transactionFees.currency String
(Hanpumep MDL)
transactionFees.amount String OnumonHanpHbIN||CyMMa KOMUCCUNL.

66




[ASPSP| Response Sample for instant-credit-transfers-md (200 OK):

{
"paymentld": " MD123456789",

"debtorAccount": {

"iban": "MD12AA000001100032130935"
),
"instructedAmount": {

"currency": "MDL",

"amount": "1000.00"
3
"creditorAccount™: {

"msisdn": "37399000000"
3
"remittanceInformationUnstructured": "Plata P2P",
"transactionStatus": "TACTC",
"transactionFees": {

"currency": "MDL",

"amount": "5.00"

[ASPSP] Parameters of Success Response (domestic-credit-transfers-md):

Ha3sBanmne Tun Ycnosue Onucanne
O6si3aTenbHbIN |YHMUKaIbHBIN

paymentld String UaeHTUPUKATOP

TJIaTesxka.
. . O6si3aTenbHblll | TekyLinii cTaTyc

transactionStatus String i Y
TJIaTesxka.

debtorAccount Object O6s3arenbHblil ||CuéT mebuTOpa.

debtorAccount.iban String O6si3aTenbHblil (IBAN cuéra geburopa.
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Ha3Baumue Tun Yciosue Onucanme
Ob6si3atenbHbilt |[CymMMa, Ha3HaYeHHast
instructedAmount Object [IJ1s TI1aTeska (BajaroTa u
3HaueHue).
String O6s13aTenbHbIN B .
. aJIoTa CYETA
instructedAmount.currency
(Haripumep MDL).
String Ob6s13aTenbHbBIN
instructedAmount.amount CymMMa miaTexa.
creditorAccount Object Ob6si3aTenbHbIN ||CYéT KpenmTopa.
creditorAccount.iban String Ob6si3atenbHbilt |[IBAN cuéTta Kpeguropa.
. String O6s3aTenbHbIN ||[iMs IoJIy4JaTess
creditorName
Max70Text IIaTeXxa.
String OninMoHaabHBIN
Max420Text
[lonmomHMUTeIbHaA
remittancelnformationUnstructured||[0-9a-zA- mHGOpMaLMs 0
Z/\- IJIaTexe.
\?\CD\, "\
1{1,35}
transactionStatus String O6si3aTenbHblN ||CTAaTyc TpaH3aKUMUNU.
transactionFees Object OnumoHanbHbIN|KomMuccun, CBSI3AHHBIE C
TpaH3aKIMein.
. . OnumoHaNIbHBIN|BamtoTa KoMUccUn
transactionFees.currency String
(Hanmpumep MDL).
transactionFees.amount String OnumonHanpHbIN||CyMMa KOMUCCUMN.

[ASPSP] Response Sample (Error or Warning):

{
"tppMessages": |
{
"category": "ERROR",
"code": "FORMAT_ERROR",

"text": "string",

"path": "string",
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| )

[ASPSP| Parameters of Error Response:

Ha3BaHue Tun YcioBue Onucauue

O6s3aTenb |Cnucok coobueHmit 06 OmMbKaXx,

tppM A
ppriessages Y it CreHepVpOBaHHBIX CEPBEPOM.
: O6s3aTenb
tppMessages.category||String - Kateropus coo6iennst (ERROR, WARNING).
_ O6si3aTenb
tppMessages.code String il Koz omm6ku (Haripumep: FORMAT_ERROR).

O6s3arens |[TogpoGHOe omucaHye OMMGKY (HarpuMep:

tppM .text Stri
ppMessages.tex M08 e "Invalid IBAN format").

OnumoHasn ||[YkaspiBaeT TOYHOE MECTO BO3HMKHOBEHMS

tppMessages.path String bHBIIT OTIMOKMU

Meron: Get payment status

Tun metoza: GET /vi/{payment-service}/{payment-prodyuct}/{paymentld}/status

Omnucanme: DTOT METOJ, BO3BpAIllaeT TEKYIIMI CTAaTyC MHULIMUPOBAHHOTO TIJIaTeXa,
uneHTudUIMpyemoro 1o {paymentld}, /i1 yKa3aHHOTO TUTIA TUIATEKHOTO MTPOAYKTA
({payment-product}).

[TPP| Path Parameters:

Ha3BaHue Tun Yciosue Onucanme
payment- String O6s13aTe/IbH || Ty MAaTEXRHOM YCTYTY (MOXKET GbITh:
service BIN payments, bulk-payments, periodic-payments).
payment- _ O6s3aTensi || FATL VICTIONb3YeMOTO MPOZYKTa (Ha_HpMMep.
String - domestic-credit-transfers-md sau instant-
product BV .
credit-transfers-md).
: Ob6s13aTennbH
paymentld ||String NpenTUdMKaTOp MHULIMMPOBAHHOTO IIaTeXXa

bIN
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[TPP] Request Header Parameters:

Haspanue |[Tun Ycnosue Onucanmne
X_ -~ -~
Request- |{UUID OGs13aTebHbLI YHMKa/IbHBIN ID, co3JaBaeMbIi TPP OIS
UAaeHTU@UKaLUy 3arpoca.

ID
PSU-IP- string | o _ |[IP-agpec PSU. B ciy4ae BbI3oBa 6e3 yuactusi PSU TPP
Address A3ATEIBHBIN |y kasprgaeT 0.0.0.0.
PSU- . O6s13aTenbabni || HFYMKaIbHBIN ID ycTponcTBa, ucnonssyemoro PSU. B

. String cirydae BbI3oBa 6e3 yuactuss PSU TPP ykasbiBaeT no-
Device-ID .

psu-involved.
PSU- Haspaumne/mogmenb (061jast) yCTPOMCTBA, C KOTOPOTO
Device- |String |O6s3aTenbHbI |mogkaodaercs PSU. B crydae BbI3oBa 63 yuactusi PSU
Name TPP yka3sbiBaeT no-psu-involved.
PSU-Geo- (|Geo .
) . ||OnumonanbHbIN|['eorpadpmyeckoe nonoxxkeHnne PSU.
Location ([Location
Date Datetime||O6s13aTenbHbIN |[JaTa 1 BpeMst BeimtoTHeHMsT 3arrpoca (RFC 7231).
Digest String  [O6sA3aTeNBHBINA (BririoqaeTcss TONBKO B cay4ae, eCIM 3JIEMEHT
iges .
J «Signature» IpUCyYTCTBYeT B 3ar0JIOBKe 3aIlpoca.
String  ||O6s13aTenbHBIN

Signature [Tognmcanme 3anpoca TPP Ha ypoBHe IIPMJIO>KEeHMS.
TPP- String  ||O6si3arenbubiin |[CepTMdUKAT, MCIOAb3YEMBIN IS  IMOANMCAHUSA
Signature- 3ampoca, B KoAupoBKe base64. [loi>keH OBITh
Certificate BKJIIOUYEH, eC/IM MeeTCSI IIOAIINCD.

[TPP] Request Header Sample:

GET https://api.provider.com/vl/payments/domestic-credit-transfers-md/
MD123456789/status

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

PSU-IP-Address: 192.168.0.10

PSU-Device-ID: device-12345

PSU-Device-Name: ModelDevice X

Date: Wed, 11 Sep 2024 12:34:56 GMT

Digest: SHA-256=47DEQpj8HBSa+/TImW+5]CeuQeRkm5SNMpJWZG3hSuFU=
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Signature: keyld=“SN=4000000010FC01D520258AB15EAF, CA=CN=D-eSystemTrustIB, O=IP
STISC 1003600096694, C=MD”, algorithm="rsa-sha256”,

headers="digest date x-request-id”,
signature="Base64(RSA-SHA256(signing string))”

TPP-Signature-Certificate:
"MIIBIjANBgkqhkiGO9wOBAQEFAAOCAQ8AMIIBCgKCAQEAzKzT+132ygAqDdZVIKYtDkWVZT7y
SP547ZXgH8dEUM6d9fKhs6DFiM9Do5s1DDo7YwLjXU81q7C4eONHp+7u0z5LmvMyYnxgDOh1S7
F6T5gqa0Qz3Qkm9bW2QY5M6Fh8/FivYpno3pzUNrzzTyAdIQ8MjbbJff7cDwDpwnFVgbQ6ZTx
Ym2Cccov]QJuyfwO7ICtVjkKkWmZT{I2AfQwvMFuPRTIxjDLDBMOwDsYMBVBym8vSdzY7AkDP
ylQtD/kTxMo+4toD+oLlo7mMtpTeDs/qhvZXMnRPVE/JIE58xsiCBvUe36V1ht+WLidgk9iYxeAw
TbF7kZgxXjUGBYDrz/B4fqa2FqNzdsq2+LfsAk5cDBshXqlt/vmhty7TKO9KPBrbDAjm9uDbf6zA0
ZSczX4rh7tBf3rc5BC+MvIWgfWHi5BQ=="

[ASPSP] Response Header sample:

X-Request-ID: 123e4567-e89b-12d3-a456-426614174000

[ASPSP] Response Body Sample (200 OK):

{

"transactionStatus": "ACCP"

}

[ASPSP] Response Header Parameters:

Ha3sBaHue Tun YcioBue Onucanue

YHUKaabHbINM 1D, co3gaBaemsbiit TPP s

X-Request-ID [UUID O6s13aTeTbHBIN
UAeHTU(UKaLUM 3aIpoca.

[ASPSP] Parameters of Success Response:

Ha3sBaHue Tun |YcioBue OnucaHue

transactionStatus ||String||O6s13aTenbHbIN  |[TeKYyIIMI CTaTyC TUIaTeXa.

[ASPSP] Response Sample (Error or Warning):

{
"tppMessages": |

{
"category": "ERROR",

"code": "FORMAT_ERROR",

"path": "string",
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"text": "string"

}
[ASPSP| Parameters of Error Response:
Ha3sBaHue Tumn Ycnosue Onmucanmne
O6s3aTenb |Cnucok coobueHmit 06 OmMbKaXx,
tppMessages Array -
HBbIN CreHepUpPOBAaHHbBIX CEPBEPOM.
: Ob6si3aTenb
tppMessages.category||String - Kareropus coo6mennst (ERROR, WARNING).
) Ob6si3aTenb
tppMessages.code String i Kop omm6ku (Hanpumep: FORMAT_ERROR).
tppMessages. text String O6s3arenb |[Jogpo6GHOe omucaHMe OUWIMGKM (HampuMep:
’ HBI "Invalid IBAN format").
OnuyoHan
tppMessages.path String Hv YKasplBaeT TOYHOe€ MeCTO BO3HMKHOBEHMUS
bHBIN OIIVOKMN.
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ITpunoxenue N2 2

Tunsl 0OTBETOB U CTAHAAPTU3SMPOBAHHBIE KOO bI OIIMOOK

1. Consent Status

Kopm Onucanue

received [laHHbIe corylacus IMOJIY4eHbl ¥ TeXHUYEeCKM KOPPeKTHHI. [laHHbIe elllé
He aBTOPM30BaHbI.

rejected [laHHBIe corJlacysi OTK/JIOHEeHbI, HalpuMep, M3-3a OTCYTCTBUS
YCIIeIIHOV aBTOPU3aL .

partiallyAuthorised Corymacue TpebyeT MHOTOYPOBHEBOM aBTOpM3alMM, HO He Bce
06s13aTe/IbHbIE ABTOPM3ALINY €Ill€ BbITIOTHEHBI.

valid Cornacue npuHATO U AencTBUTeNbHO Aj1s1 GET-3armpocoB JaHHBIX CYéTa
U IPYTUX OeMCTBUM, YKa3aHHBIX B 00beKTe COTIacus.

revokedByPsu Corsacue 66110 oTo3BaHO PSU y ASPSP.

expired CpoOK #eyncTByUs COTJIacus UCTEK.

terminatedByTpp CootBercTByromuin TPP oTo3Ban corimacue, npumeHus meton DELETE
pecypca cormacus.

2. Account Access

ATpuoyT Tun Onucanue
accounts Array 3ampoc Ha IoJIy4yeHMe JeTajlei CY4€eTa.
balances Array 3anpoc Ha rnoJyiyyeHue 6a1aHCOB CYETOB.
transactions Array 3aIpoc Ha Iosy4yeHye TpaH3aKUU CYETOB.
additionallnformation Structurat|>2[POC Ha MONTyY€HME JIOTIOIHUTEbHBIX
CTPYKTYPMPOBaHHbIX JaHHBIX.
. ) omnycTuMble 3HaueHMd: "allAccounts" u
availableAccounts String ﬂ' u . .
allAccountsWithOwnerName".
. ] ) omnycTuMble 3HaueHMd: "allAccounts" u
availableAccountsWithBalance||String ﬂ' Y . .
allAccountsWithOwnerName".
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3. Account Reference

Atpubyrt |Tun

Onmucauue

iban IBAN IBAN mzeHTHPUKATOP CUETA.
bban BBAN Kopn BBAN, 1cIionb3yeMblii i1 C4eTOB, y KOTOPbIX HeT IBAN.
pan PAN Homep cuéra nj1s1 KapT, ucroab3syembivi BMecTo IBAN miu BBAN, roe
3TO IPUMEHMMO.
Masked MackupoBaHHbii  PAN, wucnonb3yemMblnt  [Jyig  4aCTUYHOTO
maskedPan
PAN 0TOOpakeHMsI HOMepa KapThl.

msisdn MSISDN

Homep MSISDN, ucmnonb3yeMbit ajas naeHTudukauum alias opu
MTHOBEHHBIX IJIaTe>KaX.

Cod

CUTTEnY  lvalutar

Kop BamroThI cuéTa.

4. Account Details

ATpuoyT Tun Onucanmne

resourceld String OJeMeHT [OaHHBIX, VICIONBb3YeMBIA ANl AOCTYIA K
IAHHBIM C BbIZIeJIEHHOTO CYéTa.

iban IBAN Ccopinika IBAN Ha cuér.

bban BBAN Koz BBAN, mcrionb3yemblii fijist cueToB 6e3 IBAN.

pan PAN Homep cuéra mis KapT, Ucroab3yembit BMecTo IBAN man
BBAN.

maskedPan Masked PAN MackupoBaHHbIVi PAN 119 9acTMYHOTO OTOOpPa>keHWUS
HOMepa KapThl.

msisdn MSISDN Homep MSISDN pna wupeHtudurkaumum alias npu
MTHOBEHHBIX ITJTaTe>Kax.

currency Cod Valutar ||Kox BamtoThl cuéta (ISO 4217).

ownerName Max140Text VIMs 3aKOHHOTO Bj1aJieJiblla CYETa.
HasBanme cuyéta, mnpucBoeHHoe ASPSP coBmecTHO ¢

name Max70Text Iep>kaTesieM CcuéTa ISt IOTIOJTHUTEIbHOM
UOeHTUPUKALN.

displayName Max70Text Ha3BaHue cué€ra, Kak oHO ompeznesneHo PSU B oHmanH-
KaHaJIax.

product Max35Text HasBaHme mpoayKTa, CBSA3aHHOIO € 3TMM CYETOM.

Cash Account
cashAccountType Type Kop tuna cuéra B coorBeTcTBUM € ISO 20022.
M
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ATpuoyT Tun OnucaHue
status String Craryc cuéra ("enabled" - moctymeH, "deleted" - 3akphirT,
"blocked" - 3a6710KMpOBaH IO IOPUANYECKUM IPUUVHAM).
bic BICFI BIC Koz, CBSI3aHHBIN CO CYETOM.
linkedAccounts |[Max70Text HasBaHme  (c4yéTa, CBSI3AHHOIO C  OXMOAKIIMMU
TPaH3aKLMSIMU 110 KapTaM.
usage Max4Text VKa3bIBaeT ucionab3oBaume cuéra (PRIV - mmunbiii, ORGA
- TpoeCcCrOHAIBHBIN).
details Max500Text |[FOTOTHUTETbHAS MHPopMaLysi O XapaKTepUCTUKax
CYéTa VIV COOTBETCTBYIOLIEN KapThl.
creditLimit Amount Kpenutabiit numut PSU 17151 BceX KapT, CBSI3aHHBIX C 3TUM
CYETOM.
Array of .
alances Ka3bIBaeT OaslaHChI CYETa.
bal Bal \ )
alances
links Links [IpssMble  CCBUIKM O OOCTylla K  IOZPOOHOM
- rHboOpManum o CYéTe, GasTaHCaX VI TPAH3AKIUSIX.
5. Links
ATpUOYT OnucaHue
Ccpuika K ASPSP, rae BoirnmoaHseTcs
scaRedirect SCA B pamkax mozxoza Redirect
SCA.
Ccpika  yKaspiBaeT Ha JSON-
scaOAuth IOKYMeHT, KOTOpbIN oOIpezessieT
OAuth-mmapameTpsl cepBepa
aBTopm3anuu ASPSP.
Ccbuika, omnpepensiromiast  URL
pecypca, KOTOPBIN [AOJKeH ObITh
0OHOBJIEH KOZIOM ITOATBEPKIEHMUS
confirmation 170478 TOKEHOM  JOCTyla B
3aBUCUMMOCTU oT nporecca
ayrenTudukanum (Redirect wmam
OAuth).
CchlsIKa Ha endpoint, rze
aBTOpPM3ALMs TPaH3aKUUM MU eé
startAuthorisation

OTMeHa MHMLMMPYeTCS MeTOLOM
POST. [lonmoaHuTenbHbIe OaHHBbIE
He TpeOyIOTCS.

startAuthorisationWithPsuldentification

CchlIKa Ha
aBTOpM3aLUs

endpoint, rae
TPaH3aKINU
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ATpUOYT

Onucauue

HauMHaeTCcsl C TIpeJoCTaBeHUs
npeHTuduraguu PSU.

updatePsuldentification

CcpUIKa Ha pecypCc MHULMALUMU
IUlaTeXXa WM WHPOpMaUuUu O
cuére, KOTOPBIN TpebyeT
0OHOB/IeHUS INAaHHBIMU
npeHtTupukauun PSU, ecnim oHu
ellé He ObUIM ITPeJOCTAB/IEHBI.

startAuthorisationWithProprietaryData

CcpUIKa Ha endpoint, rae
aBTOpU3ALUS TPaH3aKUN
HAaYMHAeTCsI C TMpegoCTaBIeHUS
CO6CTBEHHBIX criendIecKux

IAHHBIX COTJIACHO AOKYMEHTAlluu
ASPSP.

updateProprietaryData

Ccpuika Ha  pecypc, KOTOpPbIN
TpebyeT O0OHOBIIEHUS
COGCTBEHHBIMYU JAaHHBIMM.

startAuthorisationWithPsuAuthentication

Ccpuika  Ha  endpoint, rpe
aBTOpM3aLMs HayMHaeTCcs C
ayreHTUMKanuu PSU.

updatePsuAuthentication

CcpiKa Ha  pecypc, KOTOpbIN
TpebyeT 06HOBIeHMs Taposem PSU
", npu Heob6XO0IVMOCTH,
npeHTuduranuen PSU, ecim oHa
elfé He OblyIa ITpelOCTaB/IeHa.

updateAdditionalPsuAuthentication

CcpiKa Ha  pecypc, KOTOpbIN
TpebyeT 0OHOB/IEHUS
[IOIIOJIHUTEIbHBIM ITaposieMm PSU.

startAuthorisationWithEncryptedPsuAuthentication

Ccpuika  Ha  endpoint, rpe
aBTOpM3aLMs HayMHaeTcs C
IpeAoCTaB/IeHUSA
3alIM@pPOBaHHBIX

AyTeHTUPUKALMOHHBIX  JTaHHBIX
PSU.

updateEncryptedPsuAuthentication

CcpiKa Ha  pecypc, KOTOpbIN

TpebyeT 0OHOB/IEHUS
3ammdpoBaHHbIM ITaposieM PSU u,
npu HeoOXOAMMOCTH,

npeHTuduranyen PSU.

updateAdditionalEncryptedPsuAuthentication

CcpiKa Ha  pecypc, KOTOpbIN
TpebyeT 0OHOB/IEHUS
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ATpuUOYT

Onucauue

JIOTIOJTHUTEIbHBIM
3ammdpoBaHHbBIM Iaposem PSU.

startAuthorisationWithAuthenticationMethodSelection

CcpUIKa Ha endpoint, rae
aBTOpU3ALUS HadyMHaeTcs C
BbIOOpa MeToma SCA.

selectAuthenticationMethod

Ccbuika Ha pecypc, rae TPP mosker
BBIOpATh mpUMeHUMbIN mias PSU
MeTOoZ, ayTeHTU(PMKALVIN.

startAuthorisationWithTransactionAuthorisation

CcpUIKa Ha endpoint, rae
aBTOpM3ALMS  TPAH3AKUUU U
repefayva JAaHHBIX OTBETA Ha BbI30OB
(challenge) BBITIO/THSIOTCS
OSHOBpPEMEHHO.

CcblIKa Ha pecypc MHMIMaLUM

. . IUIaTeXXa WM corjlacus, Kyza
authoriseTransaction

OTIIPaBIISIETCS 3ampoc Ha

aBTOPM3aLMIO TPAaH3aKLUN.

CcpIKa Ha pecypc MHMUMaLUU
self IUIaTe’Ka, CO3JaHHBIM IO 3aIlpocy.

MoskeT  MCIIONb30BaThCS IS

IIPOBEPKM CTAaTyCa TPaH3aKILIVN.

CcpiKa 11 MPOBEPKM CTaTyca
status A1 TIPOBEP Y

pecypca TpaH3aKLUN.

CcpiKa 11 MPOBEPKM CTaTyca
scaStatus aBTOpU3alUN 1791071 OTMEHBI

aBTOpM3aLUMN.

Ccpuika Ha pecype,
account MIPeOCTaBIAOINIA  JeTaIu 10

KOHKPETHOMY CUYETY.

Ccpika Ha pecype,
balances IIpeZ0CTaBIISIONI NI 6ajraHC

KOHKPEeTHOTO CY€Ta.

Ccpuika Ha pecype,

. IIpeZloCTaBJISIOI U VICTOPUIO

transactions pen oM P

TPaH3aKLUM 10 KOHKPETHOMY

CU€Ty.

Ccpuika Ha pecype,
cardAccount MIPeflOCTaBIAOINIA  JeTaIu 10

KapTOYHOMY CYETY.
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ATpuUOYT OnucaHue
Ccbuika Ha pecypc,
. IpeaoCTaBISIOMINIA VICTOPUIO
cardTransactions pen ~ m p
TPaH3aKLUNA o KapTO4YHOMY
CUéry.
Ccpuika Ha pecypc,
transactionDetails NpefoCTaBASIONINNI  JeTalu IO
KOHKPEeTHOV TPaH3aKLN.
HaBuramnmonHas CCbUIKA  Oad
first IIOCTPAaHUYHBIX OTYETOB 1o
cyeTaM.
HaBuramnmonHas CCbUIKA  Oasd
next C/1eZyolero IMOCTPAaHUYHOTO
OTYETa.
. HaBuranmoHHas CCBIJIKA OIS
previous .
IpeApIaylIero oTYéTa.
HaBuranmoHHas CCBIJIKA OIS
last TIOCJIeJHETO IIOCTPAaHUYHOTO
OTUETa.
CcpIIKa IS 3arpy3KyM OGOJIBIINX
download A 194

MMaKeTOB JaHHBIX AlS.

6. SCA Status

Kop, Onucanue

received Pecypc aBTOpM3anMy ObLI YCIIEIIHO CO3aH.

psuldentified PSU 6b11 MaeHTUOUIMPOBAH AJ1s pecypca aBTOpU3aLUN.
psuAuthenticated |[PSU 6bpu1 MaeHTMOUIMPOBAH U ayTeHTU(MUIIMPOBAH.
scaMethodSelected|[[Tpouienypa SCA 6bli1a Bbi6paHa PSU/TPP.

started [Tpoitenypa SCA 6bls1a HayarTa.

unconfirmed '?IC;S.TEXHI/I‘-IGCKI/I YCIIEITHO 3aBepIlleHa, HO TpebyeT MOoATBEPIKIEeHNS OT
finalised ITpouenmypa SCA 6bl1a yCIIeIITHO 3aBeplieHa.

failed [Tpourenypa SCA 3aBepiiniach HeyJauyHO.
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7. Transaction Status

Kop Onucanue

ACCC PacuérT (settlement) mo cuéTy KpeamUTOpa 3aBEPIIEH.

ACCP [TpoBepka mpoduiist KJIMeHTa IIPOIIIa YCIIeIIHO.

ACSC Pacuér (settlement) mmo cuéTy 1e6UTOPA 3aBEPIIEH.

ACSP Munnyanys nmiateska NpMHSATA K UCIIOJTHEHUIO.

ACTC TexHMYecKas BaIuganys IPUHSATA.

ACWC VIHCTPYKLMS IPUHSTA, HO OyZeT BHECEHO 3MeHeHHe.

RCVD Munnyanys naateska nojly4yeHa IpMHYUMAIOI MM aleHTOM.

PDNG MHnnyanysa miateska Uiy TpaH3aKUMA HaXOAUTCS B OKUOAHUN.

RJCT MHunyanys riaTeska uan TpaH3akuys oTkioHeHa PSU Ha ctopone ASPSP.

CANC VHnImanms njaateska 6b11a OTMeHeHa 40 UCTIoOTHeHMS 1o 3arpocy TPP
qepes APL

8. Balance Type

Tumn 6anmaHca

Onucauue

OcTaToK IO CY€Ty Ha KOHell COIJIaCOBaHHOIO OTYETHOIO Ilepuoja.

closingBooked - -
KJIIOYaeT BCe ITpOoBeAEHHBIE I10 CUET OUCHU.
BkirouaeT Bce rpoBeé € 110 CYETY 3alnc
expected OCTaToOK II0 CYeTy, pAaCCUMTAHHBIM Ha OCHOBe ITPOBeAEHHBIX 3alucen U
O>KMZAIOIIVX Ollepaluii, C IPOrHO30M OCTaTKa Ha KOHell JIHSI.
openingBooked OcTaToK IO C4YéTy Ha Ha4daJ0 OTYETHOIO Iepuojd, WAeHTUYHBIN
KOHEYHOMY OCTaTKy IIpebIAyIIero OT4€Ta.
interimAvailable JOCTYIIHBI OCTAaTOK, PAcCYUTAHHBIA B TeueHMe paboyero IHS U
MOJIeKAIIVI TOCJIeAYIOIIVM V3MEeHeHMSIM B TeUeHVe JHS
interimBooked OCTaTOK 110 CYeTy, paCCYUTAHHBIN B TeUeHMe JHS Ha OCHOBE KPeAUTOBbIX
U 1e6eTOBBIX 3allMCell, BBITIOJITHEHHBIX /10 YKa3aHHOTO MOMEHTA.
forwardAvailable JIOCTYITHBIVI OCTAaTOK aBaHCOM IIO CYeTY, KOTOPBIN Bilafesiel] C4€Ta MOKeT
VICIIOJIb30BaTh HA YKa3aHHYIO AaTy.
nonlnvoiced TOJIBKO [1J1s1 KApTOYHBIX CY€TOB, HAXOAUTCS B CTAAVIU OTIpefle/IeHMS.
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9. HTTP Response

Cod Status

Descriere

200 OK

Kon orBera gnsa 3ampocoB PUT, GET, ykaspiBarmowwiuii, 4TO 3ampoc
BBIIIOJIHEH YCIIEIIHO.

201 Created

Otser POST pj11 KOPPEKTHO BBIMIOJIHEHHOI'O 3aIIpOCa HAa MHULMALIUIO
IIaTe’Ka VIJIU COIJIacusl.

Kop orBeTa njist metona DELETE, ncnonb3yemblin, KOrAa MIaTEX MOKeET

202 Accepted ) -

OBITH OTMeHEH, HO TpebyeT JOIIOTHUTEIbHOM aBTOPM3aLMN.

Kog orBeTa s metoma DELETE, yka3bIBarowmuii, 4YTO pecypc COraacus
204 No Content ObIT YCITEIIHO YOa/IéH/0TO3BaH. 3ampoc 06paboTaH, HO OTBET He

COZEP>KUT comep>kMMoro (no content).

400 Bad Request

OmmbKa BanuAauuy, HaIpyMep, HeBEPHbBIM CMHTAKCUC 3aIlpoca WiIn
HeKOppeKTHbIe laHHbIe B payload.

401 Unauthorized

TPP mnu PSU He aBTOPM30BaH JO/IKHBIM O0OpPa3OM it BBITIOJTHEHUSI
3arpoca.

403 Forbidden Pecypc cymectByer, HO HepgocTyneH a1 TPP v PSU.
404 Not Found VK§3aHHBIM pecypc win endpoint He CyIecTByeT MJIM He MOXXeT OBbIThb
HaliJleH.
405 Method Not HTTP-MeToz He mofiep>KMBaeTCs HA KOHKpeTHOM endpoint
Allowed A AAEP P potnt.
408 Request CepBep paboTaeT KOPpPeKTHO, HO BpeMs O a 3aIIpoca UCTeKJIO
B TaeT K KTHO, HO BpeMsI O>KMJaHMS 3all VICTEKJIO.
Timeout PEEPP 2 P g P
409 Conflict 3ampoc He BBINOJHEH M3-3a KOH(QIMKTA C TeKYLIMM COCTOSIHMEeM
LleJIeBOTO pecypca.
415 Unsupported |TPP ykasan Ttun wMemua (Content-Type), KoTopbiii ASPSP He
Media Type oAep>KMBaeT.
429 Too Many 3alpoc OTKJIOHEH M3-3a CJIMIIKOM OOJIBIIOrO KOJIMYeCTBA 3alIpoCoB 3a
Requests KOPOTKMI TPOMEe>XKYTOK BpeMeHN.

500 Internal
Server Error

O6miast ommbKa cepBepa ASPSP, ykasbIBawoljasi Ha BHYTPEHHIOIO
npobaemMy.

503 Service
Unavailable

CepBUC BpeMeHHO He[OCTyIleH, KaK IIpaBUJIO, M3-3a TeXHMUYECKOro
00CTY>KMBaHMS UIIN TIepeTrpy3Ky cepBepa.
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10. HTTP Error Codes

Endpoint
Code HTTP code Onucanme MerTop
dopMaT HEKOTOPBIX ITOJIEeN B /consents,
3aIpoce He COOTBETCTBYeT /accounts,
FORMAT_ERROR 400 Tpe6OBaHI/IHM. /payments
[TapameTpsbl, OTIIPaBIE€HHbBIE
TPP, HeKOHCUCTEeHTHBI /consents,
PARAMETER_NOT_CONSISTEN (TOJIBKO IS query- /accounts,
I 400 | mapameTpoB). /payments
[TapameTp He /consents,
PARAMETER_NOT_SUPPORTED 400 | mopmep>kuBaetcst API ASPSP. | /accounts
400 (ecun
mpobieMa B
payload) / 405 3anpammBaeMas yCoIyTa /consents,
(ecnv mpo6ieMa B | HeZeICTBUTENIbHA JIJIsSI /accounts,
SERVICE_INVALID HTTP-meToge). 3alpOLIEeHHbBIX PECYpPCOB. /payments
400 (ecsin
mpo6iemMa B
payload) / 403
(ecnu gpyroi
pecypc & path)/ 3anpolLIeHHbBIN pecypc He /consents,
404 (ecrm MO>KeT GBITh HalifleH B /accounts,
RESOURCE_UNKNOWN account-id B path). | xourexcre TPP. /payments
400 (ecn
mpo6ema B Cpoxk geicTBus
payload) / 403 3apn OiLHeHHOI‘O /consents,
P pecypca
(ecniv mpo6GiemMa B VICTEK, U1 OH GOJTbIIIe /accounts,
RESOURCE_EXPIRED path) HeIOCTYIIEH. /payments
[loCTyT K 3aIpOIIeHHOMY
pecypcy HeBO3MOXKeH, TaK
KakK OH 3ab6JIOKMPOBaH, /consents,
HaIpuMep, B KOP3MHe /accounts,
RESOURCE_BLOCKED 400 MOAIIVICAaHUS (signing basket)‘ /payments
/consents,
BpeMst He BXOIUT B /accounts,
TIMESTAMP_INVALID 400 ,Z[OHYCTI/IMblﬁ IIepUoA. /payments
3anpolIeHHBIV BpeMeHHOM /consents,
MepMOZ, TIPeBbIIIAeT /accounts,
PERIOD_INVALID 400 JONyCTVMbIe IIpe/ebl. /payments
Metog SCA, yKa3aHHBIN B
3ampoce Ha BBIOOP MeTOIA
ayTeHTUUKALNY,
HeM3BeCTeH MU He MOXKeT /consents,
6bITH conocTaBieH ASPSP ¢ /accounts,
SCA_METHOD_UNKNOWN 400 | pSuU. /payments
400 (ecm Consent-ID He MO3KeT 6bITh /consents,
npoGiema B HalizeH ASPSP B KOHTeKcTe /accounts,
CONSENT_UNKNOWN header) / 403 TPP. /payments
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(ecnu ipo6GieMa B

path).
NuguxaTop "
KOMOVIHMPOBaHHOM YCIIYTH /consents,
He MOKeT UCIIOIb30BaThcs ¢ | /accounts,
SESSIONS_NOT_SUPPORTED 400 | 3tem ASPSP. /payments
POST-3anpoc Ha MHMLIMALIUIO
IJIaTe>ka He BBIMIOJIHEH.
ASPSP nipe1ocTaBUT fgeTann
PAYMENT_FAILED 400 | ommbKIuL. /payments
3anpoleHHas gaTa
VICIIOJTHEHU S
HeOeMCcTBUTeAbHA OJIs
EXECUTION_DATE_INVALID 400 | ASPSP. /payments
Copep>xumoe cepTudmKaTa
MOAICY He COOTBETCTBYeT /consents,
Tpe6OBaHUAM WK /accounts,
CERTIFICATE_INVALID 401 | HemelicTBUTENBHO. /payments
TPP He nMeeT Heobxomumoii | /CONSents,
ROLE_INVALID 403 poJIN. /accounts
/consents,
CepTuduKat Mogmmucu /accounts,
CERTIFICATE_EXPIRED 401 | mpocpouen. /payments
/consents,
CepTuduKat MoAMUCH /accounts,
CERTIFICATE_BLOCKED 401 3a6HOKI/IPOBaH. /payments
/consents,
CepTuduKaT MOAMNCH /accounts,
CERTIFICATE_REVOKED 401 OTO3BaH. /payments
CepTudukar nognmucy He
OBUI TPelOCTaBIIEH B /consents,
sarpoce, HO o6s3aTeneH i | /accounts,
CERTIFICATE_MISSING 401 COOTBETCTBYIO]HEﬁ YCIYIH. /payments
CepTudukat nognmucu /consents,
orcyTcTByet B LIndposom /accounts,
CERTIFICATE_UNKNOWN 401 peecTpe Open Banking. /payments
[Topmnuce, npuMeHEHHAs A1 /consents,
ayreHTudmranym TPP, /accounts,
SIGNATURE_INVALID 401 HeﬂeﬁCTBMTEHbHa. /payments
ITopmnuce, IpuMeHEHHAS A5
/consents,
ayreHTudukanuu TPP,
Heob6XoIyMMa, HO /accounts,
SIGNATURE_MISSING 401 | orcyTcTBYyer. /payments
/consents,
PSU-Corporate-ID He Moker | /3Ccounts,
CORPORATE_ID_INVALID 401 | 6prTH HavimeH ASPSP. /payments
PSU-ID He MO>XeT GbITh )
HaugeH ASPSP, nan /consents,
3a6/7I0KMPOBaH, UIU /accounts,
PSU_CREDENTIALS_INVALID 401 Hapo)‘[b/OTP HEKOPPEKTHHBI. /payments
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Cornacue, cosganHoe TPP,

HeOeMCTBUTENbHO I /consents,
3ampanmBaeMoit /accounts,
CONSENT_INVALID 401 ycnyr]/[/pecypca' /payments
Cornacue, cosmanHoe TPP, /consents,
MICTEKJIO Y JI0JI’KHO GbITh /accounts,
CONSENT_EXPIRED 401 0OHOBJIEHO. /payments
OAuth2-ToKeH He MOXKeT /consents,
6BITh HalimeH ASPSP B /accounts,
TOKEN_UNKNOWN 401 | kouTekcTe TPP. /payments
OAuth2-TokeH cBsi3aH ¢ TPP, ‘
HO HeZIeVICTBUTEJIEH OIS /consents,
3ampammBaeMon /accounts,
TOKEN_INVALID 401 | ycnyru/pecypca. /payments
/consents,
OAuth2-ToKeH UCTEK u /accounts,
TOKEN_EXPIRED 401 | momkeH 6BITH OGHOBIEH. /payments
Venyra HepgoctymnHa PSU m3-
3a GJIOKMPOBKU, He /consents,
3aBUCSIIEN OT KaHaIa, Co /accounts,
SERVICE_BLOCKED 403 cropoHbI ASPSP. /payments
3anpamyBaeMbli
IUTATE>XXHBIN IPOAYKT
PRODUCT_INVALID 403 He[OCTYIIeH OIS PSU. /payments
3amnpalumBaeMbln
IJIATE>KHBIV IPOAYKT He
PRODUCT_UNKNOWN 404 oA eP>XKMUBaETCA ASPSP. /payments
AnpecHble IIJIaTeXU He
MOTYT OBITH OTMEeHEHBI 13-3a
OrpaHUYeHMsI 10 BpeMeHU
WU I0PUANYIECKUX
CANCELLATION_INVALID 405 orpaH]/Iqu]/[]}i_ /payments
®opmarTsbl, yKa3aHHbBIE B
3aroysioBke Accept, He
REQUESTED_FORMATS_INVALI COOTBETCTBYIOT popMaTaM /consents,
D 406 | npenocTaBnsembim ASPSP. /accounts
3anpamynBaeMblll pecypc He /consents,
[IOTIYCKaeT JOTIOTHUTETbHbIX /accounts,
STATUS_INVALID 409 | aBTopu3sanmii. /payments
JOCTYII K CYETY IIPEBBICUII
COITTacOBaHHYIO KpaTHocTs | /COnsents,
ACCESS_EXCEEDED 429 6e3 y4acTtusa PSU 3a IeHb. /accounts
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IMpuno>xenne No 3

MexaHu3M nposepku 3arpocoB TPP co croponsr ASPSP

1. T'enepauus 3anpoca TPP

Hlar 1. Beruncnenue hash gns nmons Digest

1.1.  TPP ¢popmupyer Temno 3anpoca (Harpumep, JSON ¢ JTaHHBIMY O TPaH3aKIUY VTN
COIJIacum).

1.2. TPP-ul npumensier anroputm SHA-256 K Teny 3ampoca [jis TeHepauum
yHMKaIbHOrO hash.

1.3. IlonyuenHbiy Hash konupyetcs B popmate Base64 y momenaeTcs B 3ar0sI0BOK
3anpoca Digest.

Iar 2. Co3maHme CTpOKYM moanucu (signing string)

21. TPP moaroTaBiMBaeT CTPOKy mommucu (signing string) Ha OCHOBe
oIpeZle/IEHHBIX I10JIeN U3 3ar0J0BKa 3allpoca.

22. Crtpoka mnopmucu (GopmMupyeTcsl NOYTEM  KOHKaTeHalUMM  3HAYeHUN
IOAIIVICAHHBIX 3aT0JIOBKOB B OIIpee/IEHHOM (popMare.

23. Ilopsimok 3HayeHUM 3aroJIOBKOB MMeeT 3HauyeHue WU COOTBETCTBYeT
CrieuUKansM.

Iar 3. [TognrcaHye CTPOKYU IOSIINCH

3.1. TPP ucnonb3yeTr nnpuBaTHbBIN KIOY RSA, CBSI3aHHBIN C €ro CepTU(UKATOM, I
reHepanyy 3J1eKTPOHHON IOAIIVICH.

3.2. Tlognuch npMMeHSAETCS K CTPOKe IMOAIIVCY C MICITIOJIb30BaHMeEM aJaropmurma RSA-
SHA256.

3.3. IlonyyeHHass »3JIeKTPOHHas IIOANMCH KoaupyeTrcsas B ¢opmare Base64 u
IIOMeIaeTcsl B 3aroJIoBOK Signature.

[lar 4. Jo6aBneHune ceprudmKaTa B 3aronoBok TPP-Signature-Certificate

4.1. TPP BK/iIOYaeT CBOVM NyOJMYHBINA CepTU@UKAT B 3arojoBOoK 3ampoca TPP-
Signature-Certificate.

4.2. CepTudmuKaT BbIJaH JOBEPEeHHBIM LieHTpoM cepTudmkranum (CA) 1 comep>KUT
ny6amu4HbIN K14 TPP.

IIar 5. OTnpaBKa 3ampoca B ASPSP
5.1.  TPP-ul oTnpasisieT MOIHBINM 3alIpoc, BKIIOYask 3aroyoBky Digest, Signature si
TPP-Signature-Certificate, Ha endpoint ASPSP.

2. IIposepka 3anpoca ASPSP
Hlar 1. ITpoBepka ceptudukarta TPP
1.1.  ASPSP nposepsieT ceptudukat TPP, BKII0OU€HHBIN B 3aros1oBoK TPP-Signature-
Certificate.
OTaIlbl IIPOBEPKMU:
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11.1. IIpoBepka ILemOYKM [JOBepUsA CepTU@UKATA [OO [SOBEPEHHOIO ILieHTpa
ceptuduranumu (CA).

1.1.2. TIpoBepKa, 4YTO cepTUdUKAT AeVCTBUTEJIeH (He TPOCPOYEH U He OTO3BaH).

1.1.3.  ASPSP nmosskeH y6eIUTbCsl, UYTO IpeficTaBiaeHHbIN TPP cepTuduKaT BbIAH U
IleJICTBUTeNeH [JIsI MWCIOJAb30BaHMSI B paMKax ycayr Open Banking,
IpefHa3sHaueH [JIs1 3JIeKTPOHHOM MOANNMCU U ayTeHTU(dUKAUUM, U 4YTO OH
TOYHO COOTBeTCTBYeT TPP, 3apermcTpMpoBaHHOMY WM JINLEH3VPOBAHHOMY
HBM (myrém mpoBepku B LiudpoBom peectpe Open Banking HEM, eci ASPSP
UCHoib3yeT ero miss Bepudukanum TPP), BKIOYass TPOBEPKY CEPUITHOTO
HOMepa cepTudmKarta, sMmutupytoiero meHTpa (CA ypoBHs 2 man root CA) u
ross Signature.

PesynbTaT: Eciu cepTuduKat genicTBuTeNeH, aeHTMYHOCTh TPP moaTBep kaeHa.

ITIar 2. ITpoBepka hash n3 Digest
2.1.  ASPSP Berumcisier co6ctBeHHBbIV hash SHA-256 Tena mosydyeHHOT0 3ampoca.
2.2.  BprumcieHHbIN hash cpaBHMBaeTcs co 3HaUueHMeM B 3arojioBke Digest.

P€3VTI]':>TaT: Ecnu 06a hash COBITaAaIOT, IEJIOCTHOCTD T€JIa 3aITpOCa ITOATBEPIKACHA.

Hlar 3. [Iposepka nmognucy u3 Signature

3.1.  ASPSP um3BieKaeT 3Ha4eHMs 3ar0JIOBKOB, BKJIIOUEHHBIX B "signing string”, Ha
OCHOBe MH(POPMaL MM M3 3arosI0BKa Signature.

3.2. ASPSP B0ocCO30aéT CTpOKY MOAMNCY B TOM >Ke (popMaTe, KOTOPbBIN MCIOIb30BaJl
TPP.

3.3.  ASPSP wucmonb3yeT NyOGIAMYHBIN K/IIOY, M3BJIeUYEHHBIN M3 cepTUdUKaTa B
3aronoBke TPP-Signature-Certificate, fijiss mpoBepky noamnmcy us Signature.

PesynbTaT: Eciy moanmce geicTBUTENbHA, HOAJIMHHOCTD 3alIpoca NOATBEP>KAeHa.

IIar 4. ABTOpM3aums 3arpoca

4.1.  Ecau Bce TIPOBEPKM MPOVZeHbI (PO/b, IeJIOCTHOCTD, TOAMMCH U CepTU(dUKAT),
ASPSP ob6pabaTbiBaeT 3ampoc.

42. B NOpoTMBHOM CJIydae 3allpoC OTKJIOHSIETCSI C COOOIeHMeM 00 OomubKe
(Hanpumep, 401 Unauthorized unm 403 Forbidden).

3. JlonmoJHUTe/IbHbIE JeTaJIN.

Kak ASPSP nipoBepsieT nmoanmch u3 Signature?
1. V3BreyeHMe my6aM4YHOro KiIto4a 13 ceprudumkata TPP-Signature-Certificate:
1.1. ASPSP monyuaer ceptudmkat (TPP-Signature-Certificate) u3 3aromoBka
3ampoca.
1.2. U3 3Toro cepTudmkaTta ASPSP n3BnekaeT my6aMuHblIN K104 TPP.

2. Bocco3pannme signing string:
2.1. ASPSP aHanm3upyeT 3arojioBoK Sighature, YToObI OIpeZle/INTh O IIMICAaHHbIe
nons (Hampumep Digest, X-Request-ID, Date u T.71.).
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2.2. ASPSP Bocco3gaér signing string u3 (QaKTUYeCKMX 3HAYeHUM 3STUX

34aroJiIOBKOB B YKAa3aHHOM IIOpPSAKeE.

3. JekogupoBaHMe ITOAIIVICU:

3.1

ASPSP pnexoaypyeT 3HaueHue 13 11014 signature 3arososka HTTP Signature
(tT.e. Signature.signature), TpeICTaB/sIOIIee 37I€KTPOHHYIO IIOZINCH,
creHepupoBaHHYI0 TPP. [lekoavpoBaHMe BBIMIOJIHAETCS C MCIIOIb30BaHMEM
ny6anyHoro Kkiawo4a wu3 ceptudukata TPP-Signature-Certificate u
aJITOPUTMaA, YKa3aHHOTro B Signature.algorithm (ex.: RSA-SHA256).

4. CpaBHeHMe nony4yeHHoro hash:

4.1.

4.2.

B npounecce gexkonupoBanusi ASPSP nmonyuaet hash, paccuntannsii TPP Bo
BpeMs MOAIIVCH.

ASPSP cpaBHMBaer 3ToT hash ¢ hash, creHepupoBaHHBIM BHyTpeHHe U3
BOCCO3ZIaHHOTO signing string.

5. Bo3MO>KHbI€ pe3yIbTaThl:

5.1.

5.2.

Ecau hash coBmagaror, moammch geicTBUTE/IbHA.
Ecniu hash He coBmagaroT, mnoanuch HeOeMCTBUTEIbHA, M 3amdpoc
OTKJIOHSIETCS.
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